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ForumPass Defense Background

On December 30, 2015, the U.S. Department of Commerce, National Institute of Standards and
Technology (NIST), issued the “Protecting Controlled Unclassified Information in Nonfederal
Information Systems and Organizations” ruling, commonly referred to as the NIST 800-171
requirements.

Exostar partnered with Seclore to create the ForumPass Defense application in order to comply
with the NIST 800-171 requirements. While maintaining many of the features and functionality
available in the standard Forumpass application, ForumPass Defense provides a secure, multi-
factor authenticated environment, in the United States, and incorporates the Digital Rights
Management (DRM) functionality to protect documents inside and outside of the environment.

Digital Rights Management

Digital Rights Management (DRM) adds a layer of security at the document level which protects
document content from unauthorized access. DRM-protected documents are watermarked with
the user’s name and the date/time the file is opened, and access and functionality in a DRM
library is controlled by the ForumPass Permission groups.

A DRM-protected document may not be viewed by an unauthorized person, regardless of that
file’s location.

For Example, a DRM-protected document emailed to a person who does not have permission to
the ForumPass Defense site where the document is stored, will not be able to open the file.

Also, if an authorized user has downloaded a DRM-protected document to their local computer,

that file will not be usable if the user’s site permissions are revoked, or if the file is removed from
the DRM Library.

Copyright © 2018 Exostar, LLC All rights reserved.
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Access ForumPass Defense

ForumPass Defense is a subscription service made available through Exostar’s Identity and Access
Management Platform (formerly known as MAG) application. For questions about obtaining
access to the ForumPass Defense, application please contact Joel.Williams@Exostar.com.

Log In

Access to ForumPass Defense requires two-factor authentication (2FA). Therefore, in addition to
your User ID and password, you need a digital PKI certificate, hardware token, or One-Time
Password (OTP) token to serve as your second authentication credential.

Go to www.myexostar.com to learn more about digital certificate and one-time password
services.

Exostar’s IAM Platform (MAG) is the authentication portal used to access the ForumPass Defense
solution. Follow the steps below to login and access ForumPass Defense:
1. Go to https://portal.exostar.com and enter your User ID and password. Click Login.

exostarn S
[

Login
User ID

Password
Forgot Password?

2. Follow on-screen prompts to invoke your 2FA. (Either a Digital Certificate or OTP token).

3. The IAM Home tab displays. Locate the ForumPass Defense application in your list of
applications. Click Open Application to redirect to the ForumPass Defense landingpage.

m My Account Customer Support Adoption

My Applications Legend: o Active £ Action Required @ Access Pending X Access Suspended
Company-Application Status Announcements
EorumPass 6 v Open Appiication
Last Access Date: 15 Jan, 2018 12:04 PM EST
ForumPass 6 Defense v Open Application

ForumPass 6 Official Sensitive Open Application

Last Access Date: 11 Dec, 2017 04:04 PMEST

ForumPass 6 Secure File v Open Application

Transfer Last Access Date: 15 Jan, 2018 12:04 PM EST
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exostar U

Login

User ID

2. W EOFERICNEV., 2FAR T 5 (T VX VEEBEIIOTP h—72 V)

3. IAM® [Home| ¥ 7 WRFrnsnbd, 77V r—aDO—%) 5 [ForumPass Defense
ZPE L. [Open Application] % 2~ U 2 L CForumPass Defense® 7 T o 7 _R— T

BEd 5,
m My Account Customer Support Adoption
My Applications Legend: o Active £} Action Required @ Access Pending K Access Suspended
Company-Application Status Announcements
ForumPass 6 < Open Application
Last Access Date: 15 Jan, 2018 12:04 PM EST
ForumPass 6 Defense v Ooen Apoplication
ForumPass 6 Official Sensitive Open Application
Last Access Date: 11 Dec, 2017 04:04 PM EST
ForumPass 6 Secure File Open Application
Transfer Last Access Date: 15 Jan, 2018 12:04 PM EST
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Get Started with DRM in ForumPass Defense

In order to use the FP Defense DRM functionality, the feature must first be enabled at the Site
Collection level by a Site Collection Administrator. With the feature enabled for the site

collection, it can be used in any ForumPass document library.

Site Collection Administrators can enable the DRM feature at the Site Collection level. To enable

DRM:

1. At the Site Collection level, open the Settings menu and select Site Settings.
2. In the Site Collection Administration section, click Site Collection Features.

Site Collection Administration

Recycle bin

Search Result Sources

Search Result Types

Search Query Rules

Search Schema

Search Settings

Search Configuration Import

Search Configuration Export

Site collection features

Site hierarchy

Search engine optimization settings

Site collection navigation

Site collection audit settings
wolit lon romarty

3. Scroll to locate the two Seclore features in the list. Click Activate to activate the DRM
features.

]

- Seclore IRM Permissions

Allows document libraries to be protected with Seclore Rights Management.

Seclore Online

Online Access’ column.

Allows files in protected document libraries to be accessed online. If you deactivate this
feature, go to 'Seclore Online’ in Site Collection Administration to deactivate the 'Seclore

Activate

Activate

4. Refresh the page and the features will indicate that they are now active.

i

B |

Seclore IRM Permissions

Allows document libraries to be protected with Seclore Rights Management.

Seclore Online

Allows files in protected document libraries to be accessed online. If you deactivate this
feature, go to "Seclore Online’ in Site Collection Administration to deactivate the 'Seclore

Online Access’ column.

Deactivate Active

Deactivate

Any ForumPass site can have both standard libraries and libraries enabled with DRM. However,
only DRM libraries provide additional protection of digital rights management, and all files within
a DRM library are protected.

Copyright © 2018 Exostar, LLC All rights reserved.
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Forum Pass Defense DDRMAEHEZFHHT AHICiZ, VA haL s a U EHENY A F2L s
YDOLYULTETHEEEZ AN LR TUERY 8, VA baLr v a o THERENEMEI
A EForumPassDT X TCDORF a2 AL NI4T T THERATAZ LN TEARL YT 9,

YA havy o a VEBEEIDRMEREZ T A a7 v a DL L THMNZTE £, DRME
REEAINCT 2121, LFOFIEICHE- T Z &0,
1. A4 baLb s varDL~yL T, [Settings (RE) | A==2—%BIX, [SiteSettings
(A FORRE) | ZFERT D,
2. [site Collection Administration (V' b2 L7 v a VEH) | 72 3T [site
Collection Features (VA ha L7 > a v OEE) | 27V v 735,

Site Collection Administration

Recycle bin

Search Result Sources

Search Result Types

Search Query Rules

Search Schema

Search Settings

Search Configuration Import

Search Configuration Export

Site collection features

Site hierarchy

Search engine optimization settings

Site collection navigation

Site collection audit settings
wolit lnm =3

3. UARERZm—/)LLT2O0D ISeclore] HiEx Ro1F 5, [Activate (FZhi2d5) | %
27V v 27 L CDRMIEREZ H 2T 5,

0 Seclore IRM Permissions

Activate
Allows document libraries to be protected with Seclore Rights Management.
Seclore Online
i Allows files in protected document libraries to be accessed online. If you deactivate this Activate

feature, go to 'Seclore Online’ in Site Collection Administration to deactivate the 'Seclore
Online Access’ column.

4, X—=TH IV Ty aTDHEEENADNRSTNDZ ERERRIND,
_j Seclore IRM Permissions Beacials

Allows document libraries to be protected with Seclore Rights Management.

Seclore Cnline

; | Allows files in protected document libraries to be accessed online. If you deactivate this Daactivate
feature, go to 'Seclore Online’ in Site Collection Administration to deactivate the 'Seclore

Online Access® column.

ForumPasst 1 K CTIFHEHED T 4 7 F7 U EDRMNE N2 T7A T 7 VDM FEBA DI EMTEE
T, T UXNVEEHEEEOBMOEREZIRIET H2DIIDRMT A 77 ) DA TT, DRMT7 A 77
UJNDTRXTOT7 7 ANVDREINET,
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To enable DRM within a document library, start by creating a new document library within your

project site.

1. Working in your project site, access the Settings menu and select Add an App.

. Teresa Cambetes~ %

Shared with... A

Edit page

Add a page

Add an app

Site contents

2. Click the icon representing the Document Library.

mr v

Document Library
Bopular built-in app

ﬁ:\:\ Details

Custom List Tasks
Popular built-in app Popular built-in app

App Details App Details

3. Enter alibrary name and click Create.
Note: It may be useful to add DRM in your library name so it is easily identifiable as a rights

managed library.

4. Working within your new document library, go to the Library toolbar ribbon

Adding Document Library

Pick 2 name MName:
You can add this app multiple times to your site. Give it a ‘ ‘
unique name.

Advanced Options Create Cancel

Seclore Permissions.
Note: This option is only visible to Site Collection Administrators.

BROWSE FILES | LIBRARY
E = |:'; - Current View: l,—». &) E-mail a Link 'j Most Popular ltems
@ 4
N

'a | All Documents ¥ Alert Me +

View %J'Ck Create Open in Tree Seclore Tags &

dit View View Current Page Pemissions Notes @ RSS Feed
View Format Manage Views Seclore Tags and Notes Share & Track

5. In the Hot Folder window, click the icon at the far right of the Owner box.

HotFolder

Cwner

Owner *

Copyright © 2018 Exostar, LLC All rights reserved.
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RE¥2 A T4 77 UVNTDRMEANCT HIZIE, 7oyl A MIH LW RF 2 A B
TAT TV EERLET,
1. 7ay =2 F¥ A T [Settings] A==—|Z7 27k AL, [AddanApp| %i#EIRT 5,
. Teresa Cambetes ¥

Shared with... A

Edit page

Add a page

Add an app

Site contents

2. Documentlibrary] OT7 A a2 %7 U v 735,

Document Library Custom List Tasks
Popular built-in app Popular built-in app Popular built-in app
&m Details App Details App Details

3. 477U %EANLT I[Create] #7 V v 795,
H: 9477 VLAIIDRMEGD D E, TUXINVEEHENMEESNT-TA4 77V THDHZENES
IZHFECTE D72 DEF| T,

Adding Document Library

Pick 2 name MName:
You can add this app multiple times to your site. Give it a ‘ ‘
unigue name.

Advanced Options Create Cancel

4, FTLWRX 2 A T4 7F VT llibrary] >V —A "=V RANZT Z7EAL, [Seclore
Permissions| #7 U v 7 3 5,
T2 VA har sy g EHEORICERISNET,

BROWSE FILES LIBRARY
LJ [ + Current View: a C\ 2 E-mail a Link 'j Most Popular ltems
- @ % °
'a | All Documents ¥ Alert Me ~
View %.1 ick  Create Open in Tree Seclore Tags &
dit View View Current Page Pemissions Notes RSS Feed
View Format Manage Views Seclore Tags and Notes Share & Track

5. [HotFolder] 7 1> KU [Owner| Ry 7 AD—FFHDOT A a7 Vw35,

HotFolder

Cwner

Owner *
1
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6. Enter Techops@exostar.com in the email address field and click Search.

Filter entities from 'ForumPass UAT' Repository

Filter entities criteria

Email Address equals |

Search I Reset | Cancel |

7. From the search results, select the TechOps email address. Click Submit.

Select entities from "ForumPass UAT' Repository
Criteria : Entity Type is 'User’ AND Email Address equals "techops@exostar.com
Total : 1
Name Type Email Organizational Unit
O Tech Ops User techops@exostar.com 1,
Submit Refine Criteria
8. Add a description in the Hot Folder form. Click Add.
Important: Do not change the External Reference ID.
HotFolder

Qwner
Owner * _‘

Details
d Name * |DRM Library
Description
Uses owner, classification and access rights defined by "ACAPP35V".

E External Reference
Reference Id I{ZFD31554*A845*4630*5295*685C364EEEEB} Name IDRM Library
Data | .Iﬁ;plicatinn ISharePoint
Note: In case you update 'Reference 1d', integrated system(s) may not work as expected.

Cancel |

Once a library is assigned the DRM functionality, a new column displays within the library named
DRM Viewer. This column is the visual queue this is a rights managed library.

Using DRM in ForumPass Defense

Anyone with permissions to the site and library can use DRM Libraries. Access and functionality
are controlled by standard ForumPass permission groups administered by the Site Collection
Administrator or Site Owner. The default permission groups are as follow:

Permission DRM

View Edit Copy Screen |~ Save Print Work Full
Group

Viewer Capture* As Offline Control

11
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6. A—/)LT RLADT 4 —/)L N|ZTechops@exostar.com% AJJ LT [Search] #7 VU v 735,

Filter entities from 'ForumPass UAT' Repository

Filter entities criteria

Email Address equals |

Search I Reset | Cancel |

7. BRBEFEERND [TechOps] DA —/L7 KL RA%ZENT 5, [ISubmit] 27 U v 735,

Select entities from 'ForumPass UAT" Repository
Criteria : Entity Type is 'User' AND Email Address equals 'techops@exostar.com’

Total : 1
Name Type Email Organizational Unit
O Tech Ops User techops@exostar.com 1,

Submit Refine Criteria

8. [HotFolder| 7 4+ —AIZEAZENT D, [Add] 27V v 7T 5,
HEZ : [External ReferenceID| [ZZF LW TL 7280,

HotFolder

Qwner
Owner * &

Details
d Name * |DRM Library
Description
Uses owner, classification and access rights defined by "ACAPP3SV.

[E External Reference
Reference Id I{ZFD31554'A845'4630*5295'ESBC364EEEEB} Name IDRM Library
Data | .:;pllcatlnn |sharepoint
Note: In case you update 'Reference Id', integrated system(s) may not work as expected.

Cancel |

7477 VICDRMEEHEDNEI D B CoHin &, 7477 UIC TDRM Viewer] &9 ARETOH L1
WORTESNET, ZOMIT, TOFNVEFEMEESNTZTIAT T Y ThHZ aRLET,

ForumPass Defense CDRM % fifi -4~ %

DRMZ7 A 7 Z VI, A "EORTA T TV ~DOT 7 v A EEZATHETHIIHEATHZ LN T
TFET, TI7BAKOEILZ, VA baLb s va VERE XIS FA—TF—0EFHT S
ForumPass DAEHEDMEIR 7' NV — T\ Ko Tl S nvEJ, LA FIET 74V MiREDHER 7 N—7

<.
. | A7 VU—  ARi%E F75 )%
a7 N ME R 2 Laio gy M 0f avhm

E=2—7
Fy*  REF ES —V
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Owner (e.g.
. Y Y Y Y Y Y Y Y Y
Administrator)
Member (e.g. v v Y v v Y N N N
Employee)
Visit 8.
isitor (e.g Y Y N N N N N N N
Contractor)

Note: There are some combinations of operating systems and browser settings that allow screen
capture regardless of the ForumPass permission settings. However, all DRM-protected
documents are marked with a watermark containing the user’s name, the date and time the file
was opened.

Add Files

Users with proper permissions can add files to the library using standard ForumPass functionality:
* Drag and drop the file into the library.
* Use the Upload Document function on the toolbar.

The uploaded file displays in the library.

Upon upload, documents are immediately protected with Digital Rights Management without
any additional action by the document owner. The DRM Viewer icon, located to the right of the
file listing, is an indicator that the files are DRM protected.

DRM Library

Upload completed (1 added) DIsMISS

All Documents === Find a file 0o
v [ nName Modified Modified By Seclore Online Access
5 Test DRM document 1.docx =+ A few seconds ago Teresa Cambetes Eg
fif Test DRM document 2.docx ..« A few seconds ago Teresa Cambetes E
% Test DRM document 3.docx «s A few seconds ago Teresa Cambetes E

All documents in a DRM library display with a watermark of the user’s name and the date and
time the file is opened.

Access Files

There are several way to access files in the DRM library and each has unique functionality. The
method in which you view, download, and update documents may depend on the file type. This
section provides instruction on how to best access and update DRM protected content.

13
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T
Y y Y y Y y Y Y Y
(f51 - BEFE)
AL 3= Y Y Y Y Y Y N N N
(f - WE)
By — v Y N N N N N N N
(5l FHEZER)

E : ForumPassDMERRR EICEI L BT, ARV —F 4 U T AT AL TS5 R EDOHLE DY
WCE-TUIAZ V=0 XX T F vy NARERG AN H D £328, DRMTER#E ST ITO K=
AU NI, 2=V ORAE T 7 ANDBAPNTZHREO T+ —2—<—27 (FEL) BDEAINE
‘g‘o

77 ANVEBINTS
HE) 72 MR 2 Ff D — L, BEHEDForumPasstBEZEH LTI A4 77 VIC7 7 A L ZBINT 5
TENTEET,

o TATIVET 7 ANERT v T & Nay T4,

e Y—LX—® [Upload Document| ¥EREZ T 5,

ToTa—RENEZT 7 ANMEITA T T VICERINET,

RE2 A MIT v 7a— g, Fxa XAy oA —F—I2 L2 BMOEE R LIZDRM CRIEEC
H#EINET, 77 A4 LV—EDHICHS [DRM Viewer] 7 A 2102 L5 -> T, 77 A /LSDRM TE
HEINTWDZENRGTMNY F9,

DRM Library

Upload completed (1 added) DISMISS

All Documents == Find a file o
L D Mame Modified Modified By Seclore Online Access
@i Test DRM document 1.docx ..« A few seconds ago Teresa Cambetes
f#E Test DRM document 2.docx ... Afew seconds ago Teresa Cambetes
% Test DRM document 3.docx ... Afew seconds ago Teresa Cambetes

DRMZ7 A 77 VHNDOTRXTO RF =2 A M, 2—HFDORAHE T 7 A NVDBERPNTZHRED T 4 —
H—<—7 (FENL) "ERINET,

TZ7ANET 78RS

DRMT A 7T VRNDT 7 A NZT 7 EZATHITIZNWL DD FERH Y | %% HHOEHERH Y
F79., FFa A PE2ME, FUrn—R 7y 7 7= bS5 HE37 7 A VOREIZS U TR
BROGENRHYET, TITE DRMTRESNTZ AT oVIIT 78 AMOT v 77— 45
T2 DR DT iEE I LET,
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Browser View

All supported file types may be accessed using the DRM Viewer by clicking on the file name from
within the DRM enabled document library in ForumPass, or by clicking on the file’s DRM Viewer
icon. Files open in a browser view (view only) which does not provide editing capabilities.

M | Test DRM document 1.docx «» A few seconds ago Teresa Cambetes E

To see the list of DRM supported file types go to: DRM Viewer Supported File Types.

Edit MS Office Documents
Working within the DRM-enabled document library in ForumPass:
1. Open MS Office documents by clicking the file name to view in the DRF File Viewer.
2. From the File Viewer, choose to edit the file (if you have Edit permissions), and the file
opens in Word for editing.

Note: For Excel files only, you much first open the Excel application and THEN open the file in
order for it to display in the DRF File Viewer. You can also choose to download MS Office
documents to your local environment for editing. See below for instructions on downloading
documents to your local environment.

3. Make your changes and save the file locally.
4. Return to the ForumPass DRM library to upload the updated version into the library.

Edit PDF Documents
To edit a .pdf file:
1. Click the Ellipsis next to the pdf file.
2. Asecond Ellipsis displays. Click the Ellipsis and choose Download a Copy.

DRM Library

Upload completed (1 added) DISMISS

All Documents === |Findafile ' Test DRM document 3.pdf
v 0O . Changed by you on 1/15/2018 5:38 PM
k#  Test DRM document 3.pdf Shared with lots of peaple
@ Test DRM document 1.docx e 1 https://main.fpx3.exostartest.com/customer:
m3 Test DRM document 2.docx w1
M5 Test DRM document 3.docx w. 1 OPEN  SHARE FOLLOW

15
Copyright © 2018 Exostar, LLC All rights reserved.



EXOSTAR’

77 UFTCRRT B

ForumPass CDRMAE N2 RX 2 AV N IFIATTVND T 7 ANLE TV v T T 5, 77 A0
@ [DRM Viewer| 7 A4 a2 %27 Vv 7 35&, DRM ViewerzfEH L THAR—FENTWbH7 7
ANVDREIEICT 78 AT HZENTEET, 77 UuFta— BEDOHR) TRHW=7 7 A i
EMREIZH U TR A,

@Z |Test DRM document 1.docx «s A few seconds ago Teresa Cambetes E3

DRMTHR—FENTWDH T 7 A /LVFEEDO—E|X., DRM Viewer Supported File Types CHEFETAIT £
7,

Microsoft Office K = A > N ZHRET S
ForumPassODRMMWN AN RF¥ 2 A I A4 77 UNIZEBWT
1. DRFODFileViewer CE T H72D, 77 A /N4 %7 U v 7 L TMicrosoft Office K = A > |
2B <,
2. File Viewer/» > 7 7 A WV DFREZIBINT 5 & FREMHIBZEF > TWAE5LE) . 77 AN
fREAH IZWord CTRENIL D,

I : Excel 7 7 A /L & DRFDFile Viewer CHR/RT HI21E. &M TExcel 7 7V r—3 3 »&BHW
ThE 77 A NVERFWTL 7 &V, Microsoft Office R¥F 2 A v M ERET H-DIca— T /LD
BleAwoa—RTAZ L TXFET, o—HNLOBEIC RS ALy " ey ra— RT3 5k
U T 2SR,

3. BHEZEMA, 77 AN%Ea—TNVIRIFT D,
4. ForumPass®DRMZ A 77 UIZRYD . FA4 7T VIZHEHRET v 7 v— 45,

PDF K= X v F&HRET S
PDF7 7 A VW EMRET HI121E. LTOFRIRIZHES TS E S0,
1. POF7 7 A VORDOEEEZ 7 ) v 7T 5,
2. 2OHDOAME FRFRRIND, BWEEE%Z 27V » 27 LT [Download a Copy] %iEiRT 5,

DRM Library

Upload completed (1 added} DISMISS

1 X
All Documents  --- Find a file Test DRM document 3.pdf ¥
v [ nName ,  Changed by you on 1/15/2018 5:38 PM
F#l  Test DRM document 3.pdf Shared with lots of people
L Test DRM document 1.docx e https://main.fpx3.exostartest.com/customer:

M document 2.docx e ]

i

8 B &
{e
—
m

st
Test

(=) [w]

:'\
RM document 3.docx .. 1 OPEN  SHARE  FOLLOW

m
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3. Once downloaded, click Open and the file opens in the File Secure Lite Viewer, where
you have limited annotation and editing capability.

Download a Copy
To download a copy of the desired file:
1. Go to the Library and place a check mark next to the desired document.

v D Name Modified Modified B Seclore Online Access
@15 Test DRM document 1.docx «+«  Monday at 5:23 PM Teresa Cambetes B
@S Test DRM document 2.docx .« Monday at 5:23 PM Teresa Cambetes 3

2. From the Files toolbar ribbon, click Download a Copy.

FILES ] LIBRARY ‘ O SHARE MY LINKS]
Jmen' 4 e S — 2 — — — e u . .
ument ., Upload File Structure N [ E’ N = = Q Ei ki ‘1. s s ‘ 2
ocument LA — —A EQ) EA a* Y2 LY &=l

Edit Seclore Batch View Edit Share  Alert Popularity Download a fDownload as Download Paste
er Document Online Edit Properties Properties Me ~ Trends Copy Zip Content
New Open & Check Out  Seclore Manage Share & Track \ Copies
@ new document or drag files here
nts All Documents ==+ Find a file o)
v [ Name eclore e A
Specs
Doi t @Z Test DRM document 1.docx »+»» Monday at 5:23 PM Teresa Cambetes g
Documents

3. Make your changes and save the file locally.
4. Return to the ForumPass DRM library to upload the updated version into the library.

The file maintains its Digital Rights Management status, and any edits made on the file do not
display in the original document until the updated file is uploaded. If the file in the library is
deleted or overwritten with a new version, the local copy is no longer usable. The user must
return to the DRM library and download another copy.

If the user is removed from the site, or the permission group, the local copy of the file is no
longer usable.

Delete Files
Users with permissions to do so can delete files from a DRM library using standard ForumPass
functionality:

J Select the file and click Delete Document on the Toolbar ribbon.

J Click the ellipsis (...) to the right of the file name and select Delete.

When a file is deleted from a DRM library, all versions of the file, regardless of the file location,
are unusable by anyone who ever obtained a copy of that file.

17
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3. Xy u—RETERIZ (open) #7271V v 735, 77 A WIER - $REMKEEDHIIR S
7-File Secure Lite Viewer CHi i1 5,

ar—%2Fyrun—F¥5
HYEDOT7 7 ANDat —2 X7 a— RNT5120%,. UTFTOFNEICHES TL7ZE0,
1. A4 77 VICBEHIL, HLD RXa AL FORICTF = v 7 ~—27 &) 5,

v D Name Modified Meodified By Seclore Online Access
@15 Test DRM document 1.docx «»s» Monday at 5:23 PM [ Teresa Cambetes B
@S Test DRM document 2.docx .« Monday at 5:23 PM M Teresa Cambetes B

2. [Files] ™Y —/L3—7T [DownloadaCopyl #7271V v 7 35,

J FILES ‘ LIBRARY ] € SHARE MY LINKS
ument . { fle Struc —; = = = Fom) W
Upioad File Structure FL“ (& E:} ) l'—'| ’—y‘ O _i E 3 s rw |
ocument LA = j B LEA g Y xd ¥ : =
Edit Seclore Batch View Edit Share  Alert Popularity Download a Pownload as Download Paste
er Document Online Edit Properties Properties X Me~ Trends Copy Zip Content
New Open & Check Out = Seclore Manage Share & Track \ Copies
@ new document or drag files here
nts All Documents  -»- Find a file el
v D Name Modified Modified By
Specs
M @5 Test DRM document 1.docx +»» Monday at 5:23 PM W Teresa Cambetes B
Documents

3. BHEMZ, 77 A NVEva—hWIRTFT D,
4. ForumPass®DRMTZ A 77 VIZRED ., A 77 VIZEHINET v 7 a— KT 5,

T ANIT VA NENEENE SN RBZHERF L. 7 7 AV~ OFREIX. sz 7 7 A
ANRT 7= RENDHETIED FFa Ay MIKBRSWEEA, 747 T VHNDT 7 A VH|
BRENTIGERH TN —V a VIZEESHA DN E, n— A Oabe— 3 TE 2Ry
F9, 2—HIEFDRMT A 7T VIZR-> THERat —a2 X yn— T 0ERH D £7,

=YY A NIRRT V=T OHIRSND E, 77 A rDOa—)b a b —|IfEHTE 7
< FEF,

77 ANVEHIRT S
2 —ITHERD B D56, EEHEDForumPasstiE 2 H L TDRMZ A 77 U v 7 7 A L & HIBR
THIENTEET,

o T ANEERL, V—"—URD [Delete Document] %27 U v 745,

e T ANKOFMICHDLEMTEE () 27 U7 L, [Delete] ##IRT 5,

DRMZ7 A7 Z UMb 7 7 ANNHIERSNDE, B LTS 7 7 A VO a e —37 7 A /LOGHT
WCEbH LT, TRTOR—a D7 7 AAPMERHTE 2L 720 7,
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Remove DRM Protection from Document

All documents in a DRM library are protected with Digital Rights Management as long as the file
isin a DRM library. Once a managed document is downloaded to a client-side location, the DRM
protection can be removed, assuming that user has permissions to do so.

To remove DRM protection:
1. Navigate to the client-side location of the document.
2. Right click the file.
3. Select Unprotect.

Using the DRM Viewer

There are two versions of the DRM viewer:
* DRM Light Viewer
e DRM Full Client

The small, DRM Light Viewer is a client-side application viewer which provides read-only view of
Microsoft Word, Excel, PowerPoint (.dotx, .xltx, .potx) and .PDF documents in a DRM library.

The first time the DRM Viewer is used, you must download the viewer client. This does not
require administrative permissions, and takes only a couple of minutes

The DRM Viewer client can be downloaded from:
https://drm.fps.exostar.com/policyserver/start.

The DRM Light Viewer supports the following file types:

File Formats Supported Applications

docx, docm, xIsx, xlsm, xlsb, pptx, pptm MS Office
doc, xls, ppt, csv, rtf, txt, odt, ods, odp FileSecure Lite Viewer
PDF FileSecure Lite Viewer

The DRM Full Client provides support for additional file types. You can download the DRM Full
client from the below link (you require administrator rights to install the client).

https://drm.fps.exostar.com/policyserver/InstallerHelp.do

19
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RF = A2 R HDRMOEE 2RI 5

DRMTZ7 A 77 UHNDTXTORF2 A ME, 77 A/VDBDRMT A 77 UNIZHDHBRY TV X)L
FEMEE ORI E T, TUXNVEEENEERIN TS KX 2 A MR 747 > MAlD
nh—yva A vra—RInbE, 22—V RDRMOEH#EZiEET HHEBEZE L THNDHDTH
NIRRT 5 Z LM TE F9,

DRMODRGE A fiffrT 211X, BLFOFNEIZHES T 72E 0,
1. 7I9A4 T MDD RFa XA hoalr—y g IBE#1 5,
2. 7 ANELHI Y 7T D,
3. [Unprotect (fRFEMERR) | ZiBINT D,

DRM Viewer % {# fi4" %

DRM ViewerlZIZLL FD22oDNR—2 3 U3 0 97,
* DRM Light Viewer
e DRM Full Client

DRM Light Viewer/X, DRMZ A 7 7 U IN®DMicrosoft Word, Excel, PowerPoint (.dotx, .xltx, .potx)
MOPDF R 2 A FOFGARY A 2 —%2itd 227 707 M7 7 r—y g Ba—
7 T,

DRM ViewerZ 16O CHIH T ABIIE 2 —T7T 27 7947 "X a— RLTL &SN, ¥urn
— NI TR T UEEMERLLEDH Y A,

DRM ViewerZ 7 A4 7> hE. ATV I mb Ay — R TEE1,
https://drm.fps.exostar.com/policyserver/start.

DRM Light Viewer(ZLA F D7 7 A VL OFEfEZ R — s L TWET,

g PR—FINRTND
77 A AR TV r—vayv

docx, docm, xlsx, xIsm, xlIsb, pptx, pptm MS Office
doc, xls, ppt, csv, rtf, txt, odt, ods, odp FileSecure Lite Viewer
PDF FileSecure Lite Viewer

DRM Full Client!X 5 (28D 7 7 A VW OFEFEZ AR — h LE 3, DRMFull ClientiZLL FD U 7 025
Ao —RTExET (VA M—=VITIXEFEWHERNLETY) |

https://drm.fps.exostar.com/policyserver/InstallerHelp.do
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The DRM Full Client supports the following file types:

File Formats Supported Applications

docx, docm, xlsx, xIsm, xlsb, pptx, pptm

MS Office

doc, xls, ppt, rtf, csv

MS Office

PDF

Acrobat Reader

bmp, jpg, jpeg, ipe, jfif, gif, tif, tiff, png

FIEDI, MS Paint

ansi, asc, ascii, asm, asp, bas, c, cc, conf, cpp,
cs, css, cxx, h, hpp, hxx, ini, java, js, jsp,
properties, txt, xsl, xml

FileSecure Text Editor

odt, ods, odp, odf, odg

OpenOffice

Copyright © 2018 Exostar, LLC All rights reserved.
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DRM Full Client]Z LA F DO 7 7 A LV OFEFEZ R — F L TWET,

7 7 AN

PR—FSHLTVD

docx, docm, xlsx, xIsm, xlsb, pptx, pptm

TV r—vayv
MS Office

doc, xls, ppt, rtf, csv

MS Office

PDF

Acrobat Reader

bmp, jpg, jpeg, jpe, jfif, gif, tif, tiff, png

FIEDI, MS Paint

ansi, asc, ascii, asm, asp, bas, c, cc, conf, cpp,
cs, css, cxx, h, hpp, hxx, ini, java, js, jsp,
properties, txt, xsl, xml

FileSecure Text Editor

odt, ods, odp, odf, odg

OpenOffice

Copyright © 2018 Exostar, LLC All rights reserved.
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The following table provides a comparison between the DRM Viewer and the DRM Full Client:

Full Client for Lite Client for

Actions
Windows Desktop Windows Desktop

Render documents in local application Yes Yes

Render MS-Office documents in MS-

Y Y
Office application es es
Dynamic Watermark support No Yes
No
Control Screen Capture Yes (Documents
rendered with
watermark)
Allows Annotation (PDF documents) Yes Yes
‘Admin Rights’ required to install Required Not Required
iewing. Editi -
Control Viewing, Editing, Printing, Copy Yes Yes

Data, Offline

Control Document Expiry (Time / Date
Controls), Lock to Device, Yes Yes
IP Based Controls

Yes (Email)
Document Protection (Manual, Email) Yes Product Roadmap

(Manual)
Document Un-protection Yes Yes

DRM Reporting

Site Collection Administrators (SCA) can generate Rights Management (RM) Files activity reports
within site collections with DRM enabled.

Note: Only SCAs can run reports and this can only occur after Tech Ops runs a script in order to
enable the reporting feature.

23
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LLF ™% 1XDRM Light Viewer & DRM Full Client & % Fe# L CUNE T,

. Windows Desktop Windows Desktop A
TIvVar Full Client Lite Client
KXo XAV Neu—INRT 7Y r—v O O
a VCRZRTH
MS Office K& = X . k ZMS Office7 O O
Vhr—3 g s TERRTH
By —F—~—7 (FEHIL) X O

X
BE ¥ ¥ 7 F ¥ OFIR O
(FRFaA v bMzy
F—F—=— 2
A& D)
HER (PDFRF= A2 b) @ O
A VAR PN—NEEOEREHERDOE « RNE = RE
F754 v TOT—FHE - RE - O O
HiR - = & — DR
R¥ =2 AV NEF#IR= fa—1 (B
Rarvbta—n) | M RAay 7, IP O O
N—ZXay kag—ju
Ko XV hofRi# 5 O (Email)
(v==7 /v, Email) SuZs ka— K
v (=2 T))
R o X ¥ b O{RHEMRER O O

DRMLAR—T 4 7
YA by va UEBEE (SCA) X, DRMRBAZRY A FaL 27 v a VINODRMZ 7 A VDT
TTAET 4 VIR— FNEAERRT A Z ENTEET,

E: LR— FOETIE, BRI AT AN LR — MEREEZANCT AT=DD A7 U~ EFEST
L7, A havry g U EHEICL > TOLARETT,
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To run a DRM activity report:
1. With DRM and the reporting feature enabled in the site collection, access the Settings
menu and select View Rights Management Activity Report.

iEEEi Johnnyl Sorliw  §

Ay @ payc N
Add an app

Site contents

Design Manager

Site settings

Invite By Email

Remove User

View Audit History

View Access History

View User Permissions

View Request Tracking

View Rights Management Activity
Report

2. Complete the fields on the Right Management Activity Report request form and click
Run.

ForumPass Rights Management(RM) Activity Report

@ Go Back This Report enerated 3t 9:46 AM EST December $. 2017

Filter by File Activity Criteria: Filter by User Criteria:

3. Specify the file names, activity dates, and user information to help narrow the scope of
results, thus improving performance.

25
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DRMT 77 4 ©7 4 LIR— F&FTT 5121E, LFOFIEIZE- T ZE0,
1. 14 b7 3 > CDRME LR — MEBENHZNZDIRRET,  [Settings] A== —I27 7
& 2 L IView Rights Management Activity Report| % &R 3 5,

iEEEi Johnnyl Sori~ $F

muu o poyc "
Add an app
Site contents

Design Manager

Site settings

Invite By Email
Remove User

View audit History
View Access History
View User Permissions

View Request Tracking

View Rights Management Activity
Report

2. [Right Management (RM) Activity Report] DE R 7 +—ALIZAJJL, [Run] 227 U w7
T2,

ForumPass Rights Management(RM) Activity Report

@ Go Back This Report is Generated at 946 AM EST December $, 2017

Filter by File Activity Criteria: Filter by User Criteria:

rrent File Name.

3. FERHPALKVIAL, NTr—< A% M ETHTE, Z7ANV4A, 777487 1 HK
Ca—HFIEREFLAREL TS Z S0,
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4. The report results display, and can be exported to Excel.

File ID 4  Current File Name 4 Onginal File Name 4 User Name a  UserloginID A User EmailID A User Orgal
244 GIF 4.gif GIF 4gif Johnnyl Sorl sorlj_295¢ Johnny.sorl @exostar.com Exostar2
227 GIF 3.if GIF 3.9if Johnnyl Sorl sorlj 2959 Johnny.sorl @excstar.com Exostar2
243 GIF 2.gif GIF 2gif Johnnyt Sorl sorly 2959 Johnnysorl @exostar.com Exostar2
171 GIF L.gif GIF 1gif Johnnyl Sorl sorlj 2959 Johnny.sorl@exostar.com Exostar2
242 SMP 4bmp BMP 4 bmp Johanyl Sorl sorly 2959 Johnny.sorl @exostar.com Excstar2
241 BMP 2bmp 8MP 2.bmp Johnnyl Sorl $0r1j_ 2959 Johnny.sorl @exostar.com Exostar2
169 BMP Lbmp 8MP 1Lbmp Johnnyt Sorl sorlj 2959 Johnny.sorl @exostar.com Exostar2
228 BMP 3.bmp BMP 3.bmp Johnnyl Sorl sorly 2959 Johnny.sorl @exostar.com Exostar2
180 PNG 1png PNG Lpng Johnnyl Sorl s0r1)_2959 Johnny.sorl @exostar.com Exostar2
180 PNG Lpng PNG Lpng Johnnyl Sorl sorly 2959 Johnny.sorl@exostar.com Exostar2
180 PNG 1png NG Lpng Johnnyl Sorl sorlj 295¢ Johnny.sorl @exostar.com Exostar2
187 TIFF 1.4 TIFF LAif Johnnyl Sorl sorlj 2959 Johnny.sori @exostar.com Exostar2
187 TIFF 1.0if TIFF L.tif Johnny1 Sorl sorlj_2959 Johnny.sorl @exostar.com Exostar2
187 TIFF 1 TIFF Ltif Johnnyl Sorl sorlj 2959 Johnny.sorl @exostar.com Exostar2
237 GIF a.gif GIF 4.gif Johnnyt Sorl sorly 2959 Johnny.sorl @exostar.com Exostar2
| : : . 1 »
« o« 1 o 2. 3 A4 <5 607 B9 30 Saleta 15 a items per page 1 - 15 of 582 items
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4. LAR— MEEDPFERIND, ExcelllmZ AR — T HZENTX 5,

File ID 4 Current File Name 4 Onginal File Name A User Name a  UserloginID
244 GIF 4.gif GIF 4gif Johnnyl Sorl sorlj 2956
227 GIF 3.gif GIF 3.gif Johnnyl Sorl sorlj_2959
243 GIF 2.gif GIF 2.gif Johnnyt Sorl sorly 2959
17 GIF Lgif GIF Lgif Johanyl Sorl sorlj 2959
242 8MP 4bmp 8MP 4bmp Johanyl Sorl sorly 2959
241 BMP 2.bmp 8MP 2bmp Johnnyl Sorl sor1i_2959
169 BMP Lbmp 8MP 1Lbmp Johnnyl Sorl sorlj 2959
228 BMP 3bmp 8MP 3.bmp Johnnyl Sorl sorly 2959
180 PNG 1png PNG Lpng Johnnyl Sorl s0r1)_2959
180 PNG 1png PNG 1Lpng Johnnyl Sorl sor1j_2959
180 PNG 1png NG Lpng Johnnyl Sorl sorlj 295¢
187 TIFF 1.4 TIFF LAif Johnnyl Sorl sorlj 2959
187 TIFF 1.0f TIFF Ltif Johnnyl Sorl sorly_2959
187 TIFF 1.41F TIFF Ltif Johnnyl Sorl sorlj_2959
237 GIF 4.gif GIF 4.gif Johnnyt Sorl sorly 2959
1
el 1 o 253 24 5 657 B9 10 Lo lsiba 15 & ftems per page

A User EmailID

Johnny.sort @exostar.com
Johany.sorl @excostar.com
Johnny:sorl @exostar.com
Johnny.sorl@exostar.com
Johnny.sorl @exostar.com
Johnny.sorl @exostar.com
Johnny.sorl@exostar.com
Johnny.sorl@exostar.com
Johnny sorl @exostar.com
Johnny.sorl @exostar.com
Johnny.sorl@exostar.com
Johnny.sori@exostarcom
Johnny.sorl @exostar.com
Johnny.sorl @exostar.com

Johnny.sorl@exostar.com

A User Orgal
Exostar2
Exostar2
Exostar2
Exostar2
Exostar2
Exostar2
Exostar2
Exostar2
Exostar2
Exostar2
Exostar2
Exostar2
Exostarz
Exostar2

Exostar2

1-15 of 582 items
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Appendix A: DRM Known Constraints and Expected Behavior

The following table explains known constraints and expected behavior of the ForumPass Defense
Digital Rights Management solution:

No.

Applications / File Formats

Category
General Edit, Print controls

Expected Behavior

If the user does not have access to Edit or Print a
file, related options will be disabled in the MS Office
user interface.

MS Office Save As PDF

Protected files cannot be saved in PDF format.

MS Office Supported Office versions

Only MS Office 2007 and higher are supported.

MS Office Older MS Office formats -
doc, xls, ppt

Protected files of older MS Office formats - doc, xls,
ppt - will open in Seclore Lite for Windows and not
in MS Office.

MS Office Copy-paste restrictions

Copying and pasting within and outside a protected
file requires the Full Control permission.

MS Office Password protected files

Files encrypted with an MS Office 'Open' password
will not open with Seclore Lite. Files with a 'Modify'
password will function normally - the 'Modify'
password prompt will be displayed after Seclore
authentication.

MS Office MS Office password
encryption

Seclore-protected files cannot be encrypted with an
MS Office password.

MS Office Printing without Edit
permission

Without the Edit permission, you can still change
the contents of the file and print it without saving
the file.

MS Office Mail Merge

Mail Merge is not supported for protected files.

10

MS Office Digital Signature

A protected document cannot be digitally signed
using MS Office.

11

MS Office Save in an unsupported
format

If a protected file is saved as another file which is
not a supported format (e.g. .dotx, .xltx, .potx), the
file will be inaccessible. It can however be
unprotected by the File Owner and any user with
the Full Control permission.

12

MS Office New Window

The New Window button in the View ribbon is
disabled when a protected file is open.

Copyright © 2018 Exostar, LLC All rights reserved.
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£1H8EA - DRMTEI S LT WA HIR & Tl S 1 AENE

LUFoFRIL,

SNOIMEEZHHLET,

TXV5—varv | 774 NER

ForumPass Defense D7 ¥ Z JLEVEFEE TR Y V o —3 3  THIL N TV AHIFR & T H)

TR S 581E

1 | —fRA7eRE - Bl ba—b | 2—RT7 7 AV EREIIEIRT AT 7 & 230 %
o TV WEES . MSOfficeD—H A L Z T 2 — R
WCBWTREOA 7Y g TE bS5,

2 | MS Office : PDF& L CTIRAF PREESI N TWD 7 7 A JVIIPDFE R TLRIE TE 7200,

3 | MS Office S AR — K L TU> % Office® | MS Office 2007 AR D ZxH AR — K 7],

N—T g v

4 | HuV MS OfficefZ=0 (doc, xIs, ppt) |FPRiE S AL TV 5 UVIMS OfficefZ (doc, xls. ppt) 7
7 A Vi, MS Office ClE72 < . Windows®Seclore Lite
TR NS,

5 | MS Office : REINT 7 7 A4 LR D =z E— K OREY T2,

o B — « BE D T DR T3 hu—UAERRD
6 | MS Office : MS Office®. BEL 728D /RA U — RCTHREFEAL i 7
INAT— RNCIRESNTZT7 7 AL 7 A JLiXSeclore Lite TR LRV, FRET BT DX
AT — RPN 7 7 A VI TEE 8 O BSRET 5, e
TAHTZODO/NNAT — RO ATJERIL, SeclorefdiiFIZ
FREIND,
7 | MS Office : Seclore CIR#E X L7- 7 7 A JLIEMS Office /S AU — R
NR2T— Rz L5551k THF AL TE 72\,
8 | MS Office : TREMEIRN 2 THL 7 7 ANDaLyT Y B L,
FREEFEIR D HNEIRI PREGETICHIRT 5 Z EXTE 5,
9 | MS Office : REINTZT 7 ANV TIEA =L —FEEHEITY R —
A=)V —FikE kEZ2N,
10 | MS Office : PR X 72 R o A hTlIMS Office 2 L CTFE
T A VAR E BN ETHZENTERU,
11 | MS Office : REINT- T 7ANADBHDOT7 7 AL LTHR—F X
PAR—FEINTWRWERXTHRE [ TWARWER (f : dotx, xltx, .potx) THRIEZIL
A, 77ANNT 78 ATHIENTERLIA
b5, TeT2L. Z7ANAE—F—XF7vay ha—iv
MEBR & FF O — W IIREL R T D Z E N TEX B,
12 | MS Office : REINTZT7 7 A NERRWESES, [Er) VARVO
FLny o R AEBA< LWy ¢ RUZBL< ) A ATE LS5,
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13

MS Office 2010, 2013, 2016 Insert
Screenshot button

The Insert Screenshot button in the Insert menu is
disabled when a protected file is open.

14

MS Office open Excel File

This is isolated to Merck users. Receive error
message providing a repair link. Click the link to
successfully open file.

15

Office 365 Online version open
Excel file

To open/view Excel spreadsheet from a DRM
library, you must have another Excel spreadsheet
open.

16

MS Office

To view a DRM-encrypted file, you must be in the
DRM library, not from a webpart on the Home
page.

Copyright © 2018 Exostar, LLC All rights reserved.
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13

MS Office 2010, 2013, 2016 :
A7 V=g sy MAARY

REINTZT 7 ANVERWESEES, A A
—a—0 (R ) —ray MEA] AZ T
B EN 5,

14

MS Office :
Excel 7 7 A L% B <

ZHEIMerck— Y Tt ST\ 5, BEY
VIO REDT T — Ay —U R ET A, U
TH7Y w7 LT 77 AERL,

15

Office 365 > 7 1 VK :
Excel 7 7 A /L% B <

DRMZ A 75 U 7 BHExcel A 7 Ly Ry — K % B
 /FHRTAHITIL, BIDExcel A 7Ly Ri— |k
BN TWRIT TR 5720,

16

MS Office

DRMTHFBAL &7~ 7 7 A /L. Home<—
DY TIN5 TR DRMT A 7 T
URNDSFER LTSRS 720,
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