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Purpose

This guide was created for all Managed Access Gateway (MAG) users. This guide provides information on
managing your user account, and provides information on your Exostar MAG account functionality. You can
access MAG by logging on to: https://portal.exostar.com. When you log-in with your credentials, the system
automatically identifies your designation, and presents your view of the dashboard. For most users, the

following view is available:

This guide provides information on the following:

Copyright © 2017 Exostar, LLC All rights reserved.
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Federated Identity Service (FIS) Active

ForumPass 4 - EU

ForumPass 5- US Active

My Organization

Quick Links

EXOSTAR ~
-
User: Teresa Cambetes | Organization : Exostar Training/Training | Credential Strength : Username and Password
Home My Account
My Applications «
Company-Application Status Action Announcements

Open Application ForumPass EU is now hosted in the United Kingdom

Open Application
+ Expand All Sections!
My Tasks — Task(s) Pending!
Account Summary »

Log-in Information

v
v

Login
Your account

Forgotten User ID and Password

v
v
v
v

Forgotten User ID
Forgotten Password
Expired Password
Application Management

View and Modify Account

COULULURNE LS

Edit Profile

View Organization Information
Change Email address

Change Password

Change Security Questions

anage Certificates (For users with FIS subscription)

Download Certificates

View Certificates

Revoke Certificates

Recover Encryption Keys

Import Recovered Encryption Keys
Reapply for Certificates
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Log-in to your MAG Account

If you are a new user, you will receive an email with First Time Login information and instructions upon
creation and approval of your account. The email will include your User ID and a system generated
password. Please refer to the First Time Login Guide for more information.

Users who have completed the first time login will follow the steps below for all subsequent access to MAG.

1. Go to https://portal.exostar.com. The following screen is presented:

ElxosTAR ® About Us Help

Login . i ) = 2
First Time Login? 9 Need assistance? Not Registered Yet?
User ID Establish your account Contact Customer Register for Exostar services
.
Service
Forgot User 1D?

Password

Forgot Password? Announcements

Advanced Login Options

= Single Sign On (EAG!
“ Read more

3 Digital Certificates (Hardware!
\ Read more

Digital Certificates (Software!
*  Read more

ccess to this computer system may constitute a

2. Enter your User ID and password, and click Login. Upon successful login, the MAG application page is

presented.

Additional MAG Log-in Options

MAG allows you to log-in to your account using digital certificates, or via federation for additional security.
Additional login options may include:

Exostar’s Federated Identity Service (FIS) Certificates: Allows you to invoke FIS certificates, in
addition to your User ID and Password, to enable you to access all your applications, without being
prompted to select the certificates when you access an application.

DOD Common Access Card (CAC): Allows you to log-in to MAG, without your User ID and Password.
For more information, refer to the DOD CAC guide.

NGC OneBadge: Allows you to use your NGC OneBadge to log-in to MAG without your User ID and
Password.

Enterprise Access Gateway (EAG): Allows you to log-in to MAG without your User ID and Password.
Refer to EAG section for additional details.

One-Time Password Hardware Token: In addition to your User ID and Password, you are required to
enter the one-time password generated via a hardware token, purchased from Exostar. Refer to the
OTP Hardware Token User Guide for additional details.

Copyright © 2017 Exostar, LLC All rights reserved. 9
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MAG Portal Navigation

When you log-in to MAG, you are presented with the Account Management Home page. This may include
two or more of the following four tabs (depending upon your role):

ExosTaR

User : Kelly Johnson(johnsonk _8485) | Organization : Exostar Traming/Training | Credential Strength : Username and Password
I Home My Account Adrministration Registration Requests |
My Applications Legend: ' Active &b Action Required @ Access Pending X Access Suspended v
Company-Application Status Announcements
Exostar LLC
f ted Identit e
ForumPass 5 - EL v SenAcciicabon W Follow dexosta_fp
ForumPass & - US v Qgen Application W Follow (exostar_tp
L 2 4! Please Note I you need 1o change your Adminisirator, or have a Company Name/Address or
Supply Chain Piatiorm - Genera  2nen Application emall change, please submit a Self Service Caseto update your records with Exostar
+ Expand All Section:
My Organization » My Tasks - Task(s) Pending’ »
Quick Links » Account Summary

Note: click the +Expand All Sections button to expand all sections, or by clicking on the expander icon for the section

Home Tab

This tab has a number of components, which allow you to have a dashboard view of your MAG account. It
contains information on your roles and responsibilities. Here is a brief introduction to the components of the
Home tab:

My Applications: The applications listed in the My Applications section are based on your
subscriptions. Applications are grouped based on the Service Provider for easy view. The status of
each application, and available actions, are provided next to the application name. If there are any
special announcements for the application, the Announcements column provides the information.
My Organization: Depending on your MAG roles, this section provides information regarding your
organization account, along with the available subscriptions. The view presented below is for a user
with the Organization Administrator role.

My Tasks: You are able to view this section by clicking the +Expand All Sections button to expand all
sections, or by clicking the expander icon for the section. Depending on your roles, you may view all
requests pending approval by you.

Account Summary: You are able to view this section by clicking the +Expand All Sections button to
expand all sections, or by clicking the expander icon for the section. This section provides
information on your account, and roles for your MAG account.

Quick Links: You are able to view this section by clicking the +Expand All Sections button to expand
all sections, or by clicking the expander icon for the section. This section provides links to various
training demos, and additional support links for quick reference.

Copyright © 2017 Exostar, LLC All rights reserved. 11
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MAGR—X )L DF B — g ik
MAGIZ 7' A >3 2% &, [Account Management Home (7 7 v MEHIR—L) | OR—=IUNFEIRE
NFEI, ZOX=UIRDASDH T D H HD2oOLL By (a—VFRENISET) GFEnE,

EXOSTAR

User : Kelly Johnson(johnsonk_8485) | Organization : Exostar Traiming/Training | Credential Strength : Ugername and Password
| Home My Account Adrministration Registration Requests |
My Apphications Legend: ' Active &b Action Required @ Access Pending X Access Suspended v
Company-Application Status Announcements
Exostar LLC Inactive
Federated Identity Senace (FIS Requast Access
ForumPass 5-EU v Open Applicaton W Follow @exosta_fp
ForumPass §-US  Snen Application W Follow dexostar_tp

Please Note 1 you need to change your Administrator, or have a Company Name/Address or
emali change, please submit a Seif Senvice Caseto update your records with Exostar

4+ Expand All Sections

My Organization » My Tasks - Task(s) Pending!

Quick Links » Account Summary

o T“T@ﬂzﬁ/a/%%ﬁﬁfé X l+Expand All Sections| "% > %7 U v 7 LT &N, &7 v a v EREMT
DI, Y va v OREMTAa w2270 v 7 LTLTEEN,

Home% 7
ZDETIIEZHOBEREEZH, MAGT AT RO v v aRh— REEEZERRLET, 2—V&HOEEKL
ODEEICET AERPE ENE T, Home& 7 DEZE L LI FICFEIZHEN LET,

e My Applications : My Applications] &7 ¥ 3 |ZFa2—HFDOMAS—E R IZHESET Y Fr—
a VR —ETRREINET, 7Y r—a IRT VL S I TService Provider | EITHE/R S iU
T4, KT TV r—varDAT— &X%T%@T&yayﬁ7fj#—yay@@ﬁm%gm\
TV — g AL TE B SRR HEE121E [Announcements| [CIHF RN TR R I FE
7

e My Organization : Z Dt 7 > =3 > TlX, MAGIZEIT D2 —H%K B OEENZL U7 TEE7e
IMAY—EZADE#RE & BITHET Vo MCET D ERA L E3, TR T EmiE
e HSE  (Organization Admmlstrator) OB 2> — W H O i T,

e MyTasks : Dt 7 v a wFrd512iE,. [l+Expand All Sections] ™"¥ %27 U v 7 L TkT v
3 &S NTRERT S0, i*@t&yay@%%74zyéa)/7Lf<ﬁémo&%K
JG U7, 22— ARANLOEBEFELY 7 =& | %ﬁ‘f\’(ﬁé EMTEET,

e AccountSummary : ZDE 7 v a rxEFKRT HIZIL, [+Expand All Sections| "% %7 U w7 L
TR 7 varvad_XCTERT I, I va v ORMT7TAar%27 0 v 7 LTLIEEN,
_®t7/a/fi7ﬁﬁ/%%ﬁﬁomm7ﬁ&/b B o&EEDRESNET,

e Quicklinks : ZDt 7 v a&FKrd HIZIE, [+Expand All Sections] R¥ %7V v 7 LTkZ
varETRTERTLIN, Ik r7vaORBET7A 20227 ) v 7 LTLEED, Z0
B varTIIkA R ML —= 0 T TEADY IR ERHOBMOYR— Y 7 Rk
e
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Account Tab

This tab provides information regarding your account. You can also find information on your Organization,
including Administrator information, and manage your Digital Certificates and/or Tokens. You can make
modifications to your account by selecting appropriate actions.

Administration Tab: Users with administration privileges for your organization have access to this tab.
Administrators can view information on all users linked to your organization, and can manage user accounts
and access.

Registration Requests Tab

Users with administration privileges for your organization have access to this tab. Administrators can
approve users who have self-registered, complete application approvals and authorization tasks, and
approve OTP Hardware Tokens under this tab.

Note: For further information on the administration tasks, refer to MAG Administration Guides.

Credential Strength

In addition to the available tabs, you are also provided information on the credential strength of your log-in.
This information is provided in the upper right-hand corner of the screen.

User: Teresa Cambetes | Organization: Exostar Training/Training | Credential Strength : Username and Password
My Account Administration Registration Requests

The following information may be presented under Credential Strength depending on how you logged-in:

* Username & Password: If you logged-in to MAG using only your user ID and password

* Basic Software Certificate: If you logged-in to MAG using your FIS Basic Level of Assurance (BLOA)
certificates

¢ MLOA Software: If you logged-in to MAG using FIS Medium Level of Assurance (MLOA) software
certificates

* MLOA Hardware: If you logged-in to MAG using FIS Medium Level of Assurance (MLOA) hardware, or
any eligible third party LOA three certificates, such as DOD Common Access Card (CAC)

* OTP Hardware Token: If you logged-in to MAG using an OTP Hardware Token
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Account# 7

IO T —H - THU Y MIETAERERM L E 9, EEE (Administrator){EH 2 E 6O, KAk
(Organization)IZB 3 BIFHAE LD Z LN TE, TUXNMAERY/ I h—7 v 2EHTHZ L TE
FT, EAUTLHT 7 ayERIRLTT AT NOBEBITAET,

Administration % 7

OB MR Z O — I L DOX TIZT VAT HZ LN TEET, EHE (Administrators)iX. FHEk
W2V 7 ESNTa—TF T RCDERERDZENTE, 2—HFDOT BT NEOT 7 AEEZEHTH 2
LRTEET

Registration Requests % =7

OB MR ZFF O —PIXZDF 7T 7B AT LN TEET, EHAE (Administrators) (L Z D #
7T, B TRER LT — Y ORR, WA - MR 52 27 05T, ROOTPAN— T =7 b —27
DERBEITH Z N TEET,

E o EHY AT EI6R2 553X, MAGEFLTA REZMRITZI W,

Credential Strength (7 L7 > o/ v )L DHRE)
FIRAFEER X T DIENT, vl Ay « 7L T ooy VOBEICETAERbRESINET, ZoFHIL,
A EomlicFRINET,

| User:Teresa Cambetes | Organization: Exostar Training/Training | Credential Strength : Username and Password

My Account Administration Registration Requests

0 J7 A HEIGE T T, ROEHRD [Credential Strength| (ZFR RSN E T,

e Username & Password : =—HIDE XA T — ROLTMAGIZE 7oA > LT-54

» Basic Software Certificate : FISOD JEARLREE L XL (BLOA : Basic Level of Assurance) FIFIAE TMAGIZ &
TA v LTERE

e MLOA Software : FISO F{£FEL L (MLOA : Medium Level of Assurance) Y 7 b7 = 7 REBHET
MAGIZRr 7 A > LT-5A

e MLOA Hardware : FISO H{£ZEL ~L (MLOA : Medium Level of Assurance) /~— K7 =7 X{ZDOD
DAt 77EAH— R (CAC:Common Access Card) 25D, i 2 725 — 3 OLOA 3FEH E TMAGIZ
oAy LTENA

e OTP Hardware Token : OTP/»— R =7 h—27 V' CMAGIZ B /A > LT=85E
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Enterprise Access Gateway (EAG) Information

For users using the Enterprise Access Gateway (EAG) functionality, you are able to link your account by
following the link highlighted below:

exostar R
[ san Y

Login
User ID
Forgot User ID?
Password

Forgot Password?

! |

Advanced Login Options

— Single Sign On (EAG]
Read more

Digital Certificates (Hardware)
S - Read more

=== Digital Certificates (Software
*  Read more

Unauthorized access to this computer system
may constitute a criminal offense.

For users with linked accounts: If you would like to access MAG outside of your company’s network you
may contact your Organization Administrator for delinking of your account.

Forgotten User ID and Password

You can change your password for the following three scenarios:
* Forgotten user ID for an active account
* Forgotten password for an active account
* Password has expired

Note: These options are not available if your MAG account is linked to your corporate network log-in via
EAG. If you have issues accessing your account, refer to the EAG User Guide for quick reference, or contact
Exostar Customer Support for additional information.

If you forgot your credentials for the First Time Login, refer to the First Time Login Guide.
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Enterprise Access Gateway (EAG) (ZBH9 A {Fi#k
Enterprise Access Gateway (EAG) FEREZEH L CW D 2—W X, U FOHINRSIF NV v I mbT Ay

YRRV ITHIERTEET,
exostan U

s

Login

User ID

Forgot User ID?

may constitute a criminal offense.

Vo7 LT Aoy bafoa—P~ Ny P U =27 DINVTMAGIZT 7 B AT 55813, 7
72 NV T R T D T2 MR E B (Organization Administrator) (2 ZEHE < 7E S0,

2—PIDENRNRT— REENTZREE

NAY = NZRDIDORIUZB N TEE S D ENTEET,
o TIUT4TIRTHTL NO—VFIDEENT-HE
o TUTATRTH T NORRAT— REENT-5E
o NRRU— ROFZWIRNOIN TG

E: ERot7va i, MAGT UV REAGE N LT Ry hU—2 e a7 A4 )7 LT D
LA TEEYA, THU L b~DOT 72 AZRIEN S 556, EAGL— A REasn=72<
M. BINORE#RIXExostar 1 A X ~—H R — F FTRBEAWEDOEL IV,

#Ea 7 A v (FirstTimeLlogin) HO 7 LF ooy L2 ENTHAIT. VIR0 A A FEBRLEE
AN
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Forgotten User ID for an Active Account
1. Access the MAG log-in page at https://portal.exostar.com, and click the ForgotUser ID? link.

T

Login
User ID
Forgot User ID?
Password
Forgot Password?

2. Enter your Email Address and Zip/Postal Code for your MAG account, and click Continue.

Forgot User ID

Please provide ALL of the following information and click ‘Continue’
Email Address on File:

ZIP/Postal Code:
This is the ZIP/Postal Code that was entered as a part of your address during user registration.

Couino |
If you are not sure of this information, contact Exostar Customer Support

3. You will receive a confirmation page, and an email is sent to your email address with a password. You

can now log-in to your MAG account using the new password.
If you receive an error stating multiple user IDs were found for this email address, contact Exostar Customer

Support for further help.

Forgotten Password for an Active Account
1. Access the MAG login page at https://portal.exostar.com, and select the Forgot Password? link.

[ son N

Login

User 1D
Eoomot Usec 107

Password
Eowol Password?

Enter your User ID and click Continue.

User ID:

[ Continue ]

2.

Copyright © 2017 Exostar, LLC All rights reserved.
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TITF 4T RT AT NO—FIDE SN 5E
1. https://portal.exostar.com CMAG 7/ A - _X—Z7 7 A L., [ForgotUserID?| DU 7 %7

A B
T

Login
User ID

Forgot User ID?

Forgot Password?
)

Password

[Continue] #7271 v 735,

2. MAGT Z7 > h® [lEmail Address] & [Zip/Postal Code] % AJji%.

Forgot User ID

Please provide ALL of the following information and click "Continue

Email Address on File:

ZIP/Postal Code:
This is the ZIP/Postal Code that was entered as a part of your address during user registration.

o]

If you are not sure of this information, contact Exostar Customer Support.

3. WERAR—UNFREN., A—LT RLRICRAT = REEGAUEA—=NANEL, FTLWIAT— K%
AL TCMAGT I v Moua /A T b L9125,

AT R L THEEO 2 —FIDR LT 5 &0 ) =7 —BRR RSN EIE, Exostarh A X ~—
PAR— P ETERWEDEIZI W,

TITF A TRT T NORAT — R8s
1. https://portal.exostar.com CMAGE 7' A L _X—JIZT7 7B AL,

v 7T 5,
[ snin

Login
User 1D

ForgotUserID?] DY 7 %7V

Eoamot Usec 107

ool Passwod?

2. luseriD] Z AJi#%. [Continue] #7 VYV v 745,

User ID:

[ Continuo |

18
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3. The Answer Security Questions screen is displayed. Enter answers for two (2) questions, and click

Continue.

UserID: cambetest_5816

Question:  Select... >
Answer :
Question:  Select... bod
Answer :

Note: You will be prompted with the four questions that you previously selected during your initial
account setup. The answers to the security questions are case sensitive. If you have forgotten the
answers to your security questions, refer to the Security Questions section.

4. The Create New Password screen is displayed. Enter your new password twice and click Continue.

Answer Security Questions

UserID: cambetest_5816

Question:  Select... z
Answer :
Question:  Select... s
Answer :

T

Forgot Security Questions/Answers? - Follow these steps to reset your password

5. You will receive a confirmation message indicating your password has been successfullychanged.

Password Reset Successful

User ID : cambetest_5816

Your password has been changed

Your applications page should appear within a few seconds_If not, click_here

Copyright © 2017 Exostar, LLC All rights reserved. 19
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3. [Answer Security Questions| [N F RS DH, 22DERMOE X% ANJ) LT [Continue] 27V v 7
1%,

Answer Security Questions

User ID: cambetest_5816

Question:  Select... Z
Answer :
Question:  Select... Zz
Answer :

Continue Clear

Forgot Security Questions/Answers? - Follow these steps to reset your password.
T T NOYWIERERHER L4 >0 BERASHRAbNE T, EF =2 U7 HROE
ZNIRIF L/ CFEREFISNET, EX =2V T HlOZE2z 2B 06, [F=2V
T B Ov s v a v ESRLI SN,

4. [Create New Password| [H[A/NFKRIILD, HLWNAT— RKZ2[FAJ) LT [Continue] % 7

Vw735,

UserID: cambetest_5816

Question:  Select... z
Answer :
Question:  Select... z
Answer :

conime — W Ciear

Forgot Security Questions/Answers? - Follow these steps to reset your password

5. NAU— KN ERINTEZ LEZ2RTHERA vE—VDEL,

User ID : cambetest_5816

Your password has been changed

Your applications page should appear within a few seconds_If not, click_here
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Expired Password for an Active Account
If you attempt to log in and your password has expired you will receive the following message.

EIETE

Your account password has expired.

R posvort—

If you wish to login again or login as a different user click here.

Follow the steps below to reset your password:
1. Click the Reset Password button (shownabove).

2. The Answer Security Questions screen is displayed. Enter answers for two questions, and click

Continue.

UserID: cambetest_5816

Question:  Select... %
Answer :
Question:  Select. .. g
Answer :

—Comine |

Forgot Security Questions/Answers? - Follow these steps to reset your password

Note: You will be prompted with the four questions that you previously selected during your initial
account setup. The answers to the security questions are case sensitive. If you have forgotten the
answers to your security questions, refer to the Security Questions section.

3. The Create New Password screen is displayed. Enter your new password twice, and click Submit.

Password must be at least 8 and at most 12 characters. It must comprise at least 4 distinct characters, 1 alphabetic character, 1 numeric character and 1
special character. Leading and trailing whitespaces are not permitted.

User ID: cambetest_5816

New Password:

Re-Type New Password:

I T

4. A confirmation message is presented indicating your password has been successfully
changed.
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TIT 4 TIRT T FDORAY— RKOF RN TN =56

EIETE

Your account password has expired.

CReeposvor—

If you wish to login again or login as a different user click here.

a7 A IR A T — ROFZHIBEN N TWAEES., ROA v E—URNEREINET,

UTFOFNEICH > TRATY—=FRKE2Y Y FLTLZE0,
1. [ResetPassword] RZ %7V v 745 (s |

2.  [Answer Security Questions| H[EXNF RIILD, 2DODEMDE 2 % AJJL T [Continue]
o AN A R

Answer Security Questions

UserID: cambetest_5816

Question:  Select... z
Answer :
Question:  Select... xz
Answer :

—Conime —

Forqgot Security Questions/Answers? - Follow these steps to reset your password
H 7Ty FOWMIRBERNZIERIR L24>OERIAShoNnET, BEx=2 U7 o B OE
ZNIRILF L/ CFEREFISNET, EX =2V T BOZEZz 2B 06, [F=2V
T B OvrvarESRLIIEEN,

3. [Create New Password] DH[[ANFKRIILD, HLVWWIAT— RKAZ2[FAJ) LT [lContinue] %
7V w735,

Password must be at least 8 and at most 12 characters. It must comprise at least 4 distinct characters, 1 alphabetic character, 1 numeric character and 1
special character. Leading and trailing whitespaces are not permitted.

User ID: cambetest_5816

New Password:

Re-Type New Password:

I T

4, NNAT— RPREFINT-Z L E2RTHERA =0 E <,
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Forgotten Security Questions/Answers
In the event that you have forgotten the answers to your security questions, follow the steps below to
proceed:

1. Click on the Forgot Security Questions/Answers? link.

Answer Security Questions

User ID: cambetest_5816

Question:  Select... z
Answer :
Question:  Select... 4
Answer :

[ oninse— oo —

| Forgot Security QuestionsiAnswers? - Follow these steps to reset your password. I

2. Enter the Email Address and the ZIP/Postal Code associated to this account, and click Continue.

Forget Security Questions

Please provide ALL of the following information and click "Continue’

Email Address on File:

ZIP/Postal Code:

This is the ZIP/Postal Code that was entered as a part of your address during user registration.

If you are not sure of this information, contact Exostar Customer Support.

G

3. You will receive an email containing a temporary system-generated password.

4. Return to the main MAG log-in page at https://portal.exostar.com. Log-in usingyour:
e UserlID
e Temporary system-generated password

Copyright © 2017 Exostar, LLC All rights reserved.
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X VT Bl B2 SNTSE
X VT A BMOEZ 2SN E ., UTOFIEIZHE> THEA T 230,
1. [Forgot Security Questions/Answers? | DU 7 &7 ) w73 5,

Answer Security Questions

UserID: cambetest_5816

Question:  Select... <
Answer :
Question:  Select .. 54
Answer :

[ coninse— oo

I Forgot Security Questions/Answers? - Follow these steps to reset your password. I

2. 7Hh 7 k@ [Email Address] X% [Zip/Postal Code] % AJit%. [Continue] %7 U v 7935,

Forget Security Questions

Please provide ALL of the following information and click "‘Continue’

Email Address on File:

ZIP/Postal Code:

This is the ZIP/Postal Code that was entered as a part of your address during user registration.

If you are not sure of this information, contact Exostar Customer Support.

= Conie —

3. VAT AEADPMERR LTAAR/RA T — }\%ﬁ/uf:)( —AREL,

4. MAGD A A a7 A ~—3 (https://portal.exostar.com) 2RV . ROIERAFH LT A o3
Do
o —HID
o VAT ANERR LA/ NAT — R
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5. The Create New Password screen is displayed. Enter your new password twice, and click Submit.

Password must be at least 8 and at most 12 characters. It must comprise at least 4 distinct characters, 1 alphabetic character, 1 numeric character and 1
special character. Leading and trailing whitespaces are not permitted.

User ID: cambetest_5816

New Password:

Re-Type New Password:

I

6. You will receive a confirmation message indicating your password was successfully changed.

Note: This feature is not available if your MAG account is linked to your corporate network log-in via EAG. If
you have issues accessing your account, refer to the EAG User Guide for quick reference, or contact Exostar
Customer Support for additional information.

Application Management

The MAG Applications page displays all of applications for which your organization has a subscription. The
Applications page also includes information on the status of these applications for your account, and all
available actions. If your organization is subscribed to an application group, it is listed under the Application
Groups section.

The page also displays any messages or announcements from Exostar or the application owner. When you
log-in to https://portal.exostar.com with your credentials, the system automatically identifies your
designation and presents your view of the dashboard. For most users, the following view is available:

ee—

User: Teresa C:  7221) | O + Highline T Services | Credential Strength : Username and Password
Home My Account Administration Registration Requests |
My Applications Legend: ¢ Active 4 Action Required @ Access Pending X Access Suspended X
Company-Application Status Announcements
Eachrat oty Serecx B75), 0 L e i i i 27 e
ForumPass 5 - EU « WC 2013 09:27 AMEDT W Follow @exostar_fp

 Quen Application W Follow @exostar_fp

Last Access Date: 16 Oct, 2013 09:58 AM EDT

ForumPass 5-US

ForumPass 5 WebEx- EU < Open Application

t Access Date: 16 Oct

My Application Groups
Group Name Status Announcements

Rolls-Royce eTools
Federated Identity Service
(FIS)
SourcePass Inactive
Rolls-Royce Enterprise Request Access
Supply Chain Platform
Rolls-Royce Global Supplier
Portal

+ Expand All Sections|

My Organization

Quick Links

My Tasks

Account Summary

Copyright © 2017 Exostar, LLC All rights reserved.
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5. [Create New Password| HHNF RIS, FTLWWIZAT— RAE2[EAH LT [Continue] #7 U

v 735,

Password must be at least 8 and at most 12 characters. It must comprise at least 4 distinct characters, 1 alphabetic character, 1 numeric character and 1
special character. Leading and trailing whitespaces are not permitted.

User ID: cambetest_5816

New Password:

Re-Type New Password:

[ simis | cew

6. IRRT— FAZESIIZ L ERTHRA v E—SHEL.

ZOEEEIX. MAGT 1D Y RBEAGE I LT2AEN Ry hU—2 a4 ) 7 LTWAHAICIT
@%f%iﬁho7%?/%~@77tx_%tﬂ%5%é\m&m~%ﬁ4%%£%wtt<ﬁ\ﬁm
DT IXExostar I A X~ —H R — FF TEBHWEDOELLTZIV,

T7V = a EEHTD

MAG® [Applications] ~X— Tlid, =—VFOMEEBIMAL TWDETRTOT 7Y r—ra U BnERINE
9, [Applications] “X—ZiF, =—HFDOT v MBI L7 7V r—2a OAT—H AR ONA[EE:
T varbaEinEd, MRS - ITIMAL TV AEA1L [Application Groups] £ 7 o a VIZE/RSILE

—g’AO

Exostar%?? Vir—vay «F—F—000AvtE—URBHMbLELZORX—VIZERRrEINET, 7T
v ¥ ¥ V& f#E ] L Chttps://portal.exostar.com (2 7' A T 5 & VAT ANHBE T —HV OEKE|
(designation) ZHFE L CHK2—VHOKX v aR— NEHEEZF R LET, @FE. DL FOBEHE? ZH AW

=720 %5,
p—

User:Teresa C L 7221) | O ization : Highline Ty Services | Credential Strength : Username and Passworc
Home My Account Administration Registration Requests
My Applications Legend: + Active 4 Action Required @ Access Pending X Access Suspended ».
Company-Application Status Announcements
Federated Identity Senvice (FIS) o Ve
c Software Identity - Cerificate expires 15 Jan, 2014 12:17 PM EST
ForumPass 5- EU o 2pen Aoplication W Follow @exostar_fp
Last Acoess Date: 16 Oct, 2013 09:27 AM EDT
ForumPass 5-US % 0 en Al "53"0" W Follow @exostar_fp.
st Acoess Date: 16 Oct, 2013 09:58 AM E
ForumPass 5 WebEx - EU v ? J—EL—“O en Application
t Acoess Date: 18 Oct, 2013 09:27 Al

My Application Groups
Group Name Status Announcements

Rolls-Royce eTools
Federated Identity Service
(FIS)
SourcePass Inactive
Rolls-Royce Enterprise Request Access
Supply Chain Platform
Rolls-Royce Global Supplier

Portal

+ Expand All Sections!
My Organization » My Tasks
Quick Links » Account Summary
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Application Status Information

# |Status

Status Description

User Action

1. |Active

Subscription is approved to access the application

Click Open Application to launch the
application in a separate browser window

Organization Registration

The organization’s request for subscription to the

Administrator Approval

2. . application has not yet been approved. No user can None
Approval Pending s
request access to the application
3 Pending Account Creation by The application has not yet been provisioned by the None
" |the Application Service Provider (SP).
Pending A | by th
4. en _mg_ pprovalbythe Request is pending approval by the SP Administrator | None
Application Owner
Pending Applicati Application administrator (App Admin) h t
5. ending Application pplication administrator (App Admin) has no Contact the App Admin for the application.

approved the subscription request

6. |Pending Activation

SCP App Admin has not yet activated your SCP
application subscription

Contact the App Admin for the SCP
application

Pending Acceptance of Terms &

Organization Administrator (Org Admin) has not yet

7. . accepted the Terms & Conditions for access to the Contact the Org Admin for information.
Conditions L
application
. L If you need access to the application, click
You are :,Ot S,Ubsctr)lbeitz tthetsppllcal'flor;, butTLheo the Request Access button next to the
8. |Inactive organization Is subscribed to the application. The Lrg inactive status. Your request is then in

Admin & EPA can also request application
subscriptions on your behalf.

Pending Application Administrator Approval
status.

9. |Suspended

Your application access has been suspended.

None

10. | Pending Exostar Approval

Specific to FIS Medium Level of assurance request,
your request is pending approval by the Exostar Portal
Administrator.

Contact Exostar Customer Support for
information on delay in approval

11.| Pending Proofing

Specific to FIS Medium Level of assurance request,
you need to complete in-person proofing process

Contact Exostar Customer Support for
information if in-person proofing has been
completed

Pending Application

12. L
Administrator Approval

You have an active FIS subscription, and have
reapplied to get new certs.

None

Request Access

To request access to an application, click the Request Access link from the Status column. Depending on the

selected application, you are presented with application specific registration upgrade screens. Refer to the

sections below for application-specific information.

Requesting access to all single applications (other than FIS)
1. Click the Request Access button under the Status column.

Logend. o Active £ Action R

NOTE: An Exostar Administrator, your Organization Administrator, or the organization who invited you
to access the application may provide a sponsor code. This is NOT a required field, so if you do not have
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T r— g DAT—X AT A EHR

# | AT —H R AT — 5 2 DFHA 2—PILLBT I ar
1 A TTV =2 a T I RATHIZOOMARG | FiL Y 4 RUTT A r—yvark
- |Active TR I B9 5215 [Open Application] % 2 U
v 795
Organization Registration %ﬂ%‘%ﬁ%77‘)? /7‘_“\/ a\‘/ﬂlﬁﬂ]\?:%) 77:’_&)0) U 7I 72 L/
2. Approval Pending A %ﬁiﬂ%ﬁ(aﬁi 2—YNED0T S r—g s
DT 7' ARFEIEAA],
3 Pending Account Creation by TV =y a BN —E AT F(SP) I | AL
" |the Application DEYa = S ERTOARN,
4 Pending Approval by the U 7 A MISPEFRE G OEKBED L
" |Application Owner
¢ |Pending Application MAY 722 MEZT TV r— a VEREMApp [TV =2 a7 7V r—a g
" |Administrator Approval Admin) > & R AGE, FREIZR A bR D
6. |Pending Activation 77U7~fay«@mﬂuanmAmmt;E@Tfu&—v3yﬁ7fu&—yay
STEEAMEIN TR, EHEFICHNADED
Pending Acceptance of Terms & 77 :7—“/ VT I RATD Ebﬁ%%%ﬁ: MR R A S
7. Conditions VIALAR S B (Org Admin) 2> b DRIERF B,
2—FET TV = a VITMAL TN, | T —va DT 7 ARV
HREIZT 7V = a STIMAL TV, MEE | RG6E. T 7T 4 TDAT— 2 A0k
8. |Inactive FE R OEPAR —HF IR W 7 F U r—3 g [12H5 [Request Access] RE &7 1 v
~OMMAEY 7T A NTE 5, 795, V27 xxAMZI lPending
Application Administrator Approval] D A7
—HX R D,
9. | Suspended TV = a s ~OT 7B AMELESTWY | R L
D,
FISTFERFE L~ LD U 7 =R MIBIL T, Exostar | KGR DIEALIZEI L TExostarh A ¥ <~ —
10. | Pending Exostar Approval O [HR—Z VEEE | I OREEL F— NZEWADbE S
FISHEREE L~V DY 7 22 MIBNT, 22— | SERGESTE T LTV 586, Exostar
11.| Pending Proofing IEERRGEZ T2 T L2 iUz 5720, ALz —HPR— MZWEDbE D,
1, [Pending Application 2—PIT 7T 4 TRASEETH Y, HLWVIE |7l
| Administrator Approval W EE RIS 20 FHE LTV D,

TR ARHEET D

TN =g ~DT 7 AR HFET LI,
<TEEW,

BIRLET Y —a s 0T, 7 r—3a

[Status] > [RequestAccess] V7 %7 VU v/ LT
ZEAORERT v 77 v — R,

ForSNET, 77V = a VEADKFHRICEAL TIIUTZZRZS N,

a7V r—ary~DT7 7 A2 HFETS (FASERL)
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this information, click Next. If you have questions regarding the sponsor code, contact the sponsor or
contact Exostar Customer Support

My Account

Request Access

| ForumPass 5 |

This is an optional field. If available, enter comma-separated sponsor code(s). For help on Sponsor Codes, view more information.

o

2. Click Next to complete the application access request. You will be presented with a confirmation page.

My Account

Submission Confirmation

Thank you for submitting your registration. Once your registration has been pracessed, you will be contacted by Exostar Customer Service within the next 24-72 hours
after which you can access products and semvices that you have selected

You may close your browser at any time or click http://www.exostar.com for more information about Exostar

If you need to contact Exostar for any questions, visit our support site: http://www.myexostar.com/contactSupport aspx. Our Customer Service Team is available Monday
through Friday 3 a.m. to 9 p.m. EST

Please use reference number SIG_1366642050888 when you contact Exostar Customer Semvice

What Happens Next?

* The Application Administrator for the application needs to approve your request foraccess.

* Ifthe Application Administrator approves the request, the Application Owner receives a notification
to approve your access to the application.

L]

Once the Application Owner approves the access, you will receive a notification indicating your
access to the application has been approved.

Requesting Access to an Application Group
1. Click the Request Access link under the Status column.

My Application Groups

Group Name Status
Rolis-Royce eTools

Federated Identity Service (FIS)

SourcePass

Rolls-Royce Enterprise Supply
Chain Platform

Rolls-Royce Global Supplier Portal

Inactive
Request Access
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IE : Exostar’®H#H (Exostar Administrator) . FHRREEAE (Organization Administrator) 72137 7'V /7
— a7 AT HEL ) 2—FEMELEMBRS, AR —a— N2 55005
AR —a— NEIMHET =/ RTIERWED, ZOFHRP2NEEIT INext) 27 U v 27 LTL
7V, AR —a— NETHEMIX. AR —F 2idExostar 1 A X ~—H AR — b THBIHW

HOELTZEN,
My Account

Request Access

| ForumPass 5 |

This is an optional field. If available, enter comma-separated sponsor code(s). For help on Sponsor Codes, view more information.

oo

2. INext] 227Uy L, 77V —2a~DT7 VB ARFLTTTH, HRX—IUNERRIND,

My Account

Submission Confirmation

Thank you for submitting your registration. Once your registration has been processed, you will be contacted by Exostar Customer Service within the next 24-72 hours
after which you can access products and senvices that you have selected
You may close your browser at any time or click http://www.exostar.com for more information about Exostar

through Friday 3 a.m. to 9 p.m. EST.
Please use reference number SIG_1366642050888 when you contact Exostar Customer Service

If you need to contact Exostar for any questions, visit our support site: http://www.myexostar.com/contactSupport aspx. Our Customer Service Team is available Monday

ZDBOFHN

o TIURAWEX, TV = a7V r—va VEBEDOARINRTIIERD AL
® 77pU r—va ‘/%ﬁ%ﬁiﬂﬂg ntu—g‘Z)k :L““H‘@77)/7‘_‘./5 /A@Yth%%muﬁﬂé

INT TV r—va vy« FA—F—ZEMPEEINET,

o TV —valy e Fd—F—NT I RERRETLE, TTVr—va DT 7 EBANKRIN

oW BHR 2 —PITHESNET,

TV r—ay s I—T~DT 7 AEHHETH
1. IStatus] f#> [RequestAccess| V> 7 %7V v 735,

My Application Groups

Group Name Status

Rolis-Royce eTools
Federated Identity Service (FIS)

SourcePass Inactive
Rolls-Royce Enterprise Supply Reguest Access

Chain Platform
Rolls-Royce Global Supplier Portal
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2. Review all information, and click Next to complete the application access request. You are presented
with a confirmation page.

Request Access

Please complete and submit the following information regarding this application group. Fields marked with asterisks(*) are required

User Information

FirstName: Teresa Street Address 10 Selma Lane
Widdle Name: Street Address 2:
LastName: Cambetes City: Leesburg
Email: teresa.cambetes@exostar.com State: VA
Phone: 703-431-8676 Zip/Postal Code: 20175
Fax Country: US

FIS Certificate Information

* - Selectthe partner or application for which you are requesting FIS cerificates
PartnerfApplication: Rolls-Royce GSP
* Certificate Basic Mot sure of what to choose for any of these fields? - View more information on
Assurance Level Certifcate Assurance Level. Type. and Usage.

* Cerlificate Usage, Identity
* Certificate Type: Software

* Certificate Validity

Period. 1 ear

“ReguestReason.  Agcess Application -

Next =>

What Happens Next?

* The administrator for the application needs to approve your request for access to the application
group.

* If the administrator approves the request, you receive an email advising of your access.

* Ifthe application group includes FIS, and you are approved for a basic level of assurance certificate,
you will receive an approval email with a passcode to download your certificates. Refer to the
Manage Certificates section for information on downloading your certificate.

Requesting access to FIS
1. Click the Request Access link under the Action column for the FIS application.

2. Enter the FIS Certificate Information:

My Account Administraton Registraton Requests

Request Access

FIS Centificate Information

|nformaben eo 2

Select -
- | 1 10 a [ avel T
Select - and g ans . ‘ ‘

Select. «~

Select v

Select .
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2.

r%%&%ﬁﬁmu(ﬁ |—NeX'U 72{? ) /7 L/ 77 ) 7‘_“:/3 /“\0)77“IZXEF| %mTT% %um\/\“—“:/
MFERIND,

Request Access

Please complete and submit the following information regarding this application group. Fields marked with asterisks(*) are required

User Information

FirstName: Teresa

Widdle Name: eet Address 2:
LastName: Cambetes City: Leesburg
Email: teresa.cambetes@exostar.com State: VA

Phone: 703-431-8676 ZipiPostal Code:

Fax Country: US

FIS Certificate Information

Select the partner or application for which you are requesting FIS cerlificates

Partner/Application Rolls-Royce GSP

* Certificate Basic Mot sure of what to choose for any of these fields? - View more information on
Assurance Level Cerlifcate Assurance Level. Type, and Usage.

* Cerlificate Usage. Identity
* Certificate Type: Software

* Certificate Validity

Period. 1 ear

“RequestReason:  Apcess Application -

T DOBOWmN

TV r—ay s =T ~OT 7B AREEX, 7TV r—Ta COEEENLAGRINR TN
X720 FH A,

mi@%ﬁ)EF'; m{ﬂ‘ék T U AN muéhﬁ_kl/\g}“/VL%HZIPE%ET

Vv UVhr—rg - 7/1/“— L F|S7j‘E| ii’b %2&1%;:& I//\/I/O)nﬁﬁﬁﬁ%ﬁ(muéﬂé clf %E%%;gf”}?
T a— RTEHEOD/NIRAT— REGATEHKRA—BNEEEd, itHEOX 7 r— RHEICD
WL, FEAEZEEHTS) O/ v a 22BN,

FISNDT 7 v A ZHFETSH

1.

2.

FIST U Zr—3a v ® [Action] fl?> [RequestAccess] V7 &7 U v 735,

[FIS Certificate Information (FISEEFAEIE®R) | 2 A 17 5,
My Account Administeation Registration Requests

Request Access

FIS Centificate Information

opt ) have mulipie spon W.nere
|nformaben.sa (<=5
Select - at
Select - ' |.‘« ” " ¥ formal Carfitat L
¢ Usage
tficate Tyipe:  “Solect.. ~
an Select.. ~
* Request Reasar Select -
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e Sponsor Code: An Exostar Administrator, your Organization Administrator, or the organization
who invited you for access to the application may provide a sponsor code. This is NOT a required
field.

Note: If you have gquestions regarding the sponsor code, contact the sponsor, and refer to the
information on our customer site, or contact Exostar Customer Support for additional
information.

e Partner/Application: Click this field to display the drop-down list of Partners/Applications, who
may require you to have FIS certificates. This helps the FIS Administrator in approving your
request with the appropriate information. You may select the Other/Unspecified option if you
don’t have this information.

e Certificate Assurance Level: You have the option to select Basic (for Basic Level of Assurance),
Medium (for Medium Level of Assurance), or Unknown. Please note if you select Unknown, your
FIS Administrator may take additional time to approve your request to ensure they approve you
for the correct certificate option.

e Certificate Usage: This option is only available when you select Basic Level of Assurance. The
available options are:

o ldentity

o Secure Email

o Unknown
Note: If you request FIS certificates to access ForumPass-US or ForumPass-EU applications, you
MUST select Identity as the option for this field.

e Certificate Type: Depending on the assurance level selected, as well as the FIS subscription level

of your organization’s account, you may have all or some of the following options:
o Software
o Hardware
o Unknown

e Certificate Validity Period: If you select Basic, you have only one option — | year. If you select

Medium assurance, you are able to select from:
o lyear
o 3years
o Unknown

* Request Reason: This allows you to provide information to the FIS Administrator on why you
need the certificates.

Note: If you have any questions regarding the information selected for these fields, refer to the detailed
information available on our customer site specific to FIS Request options.

3. User Information: Review the information in this section including your address and email address. If
you are requesting Medium level of assurance certificates, it is important that the address
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[Sponsor Code (AR P —=2— FK) | : ExostarBFH (Exostar Administrator) . FHFREHE
# (Organization Administrator| £7-137 7V r— a3 L7 7B ATH L) a2—FERFLE
MBS, AR —a— RE2RET2I2H560H0 £, AR —a— NINHE7 1 —/L KT
LY EHA,
AR —a— NICBET EMIT, AR —F zidExostar 1 A ¥ ~—H 7R — [ F THH
WEDLELTESIV, EldExostar I A X v —H R — VA bDA L T H A= a U EHHIE
W,
[Partner/Application (/X— b+ F—/"TF VU r—a) | : ZO7 44—V &7 v I35
&, 2—WICRSTEAEDFTF 2k ® % [Partners/Applications] @ K v 7% X R KR
ENFET, ZoOFERIL. FSEHEE (FIS Administrator) 23U R C2— YV OHEEZ2EKRT D
BRI D E T, ZOEHN 72V 54 1L Tother/Unspecified | %3884 L T 72 &0,
[Certificate Assurance Level (GEFHZED{RFEL V) | : [Basic] (FEARIEL~L) |
Medium| (FERFEL~UL) XX TUnknown] (FRB) HEERL TS 7Z XV, [Unknown )
PRI L7-8EA. ELWIEHEZ AR T 572012, FISEFLE  (FIS Administrator) 23— D H
FHEAKRT A E Tl LV AET AL ERH Y 7,
[Certificate Usage (GEFAEDFIA) | : ZoO&EPEIT TBasic) GEALRIEL L) ZEINL
TS EDHANTT, LFNHRRL TS 7ZE0,
o ldentity (74 F>F 47 4) |
[Secure Email (BE¥ =27 A —/L) |
[Unknown (RHY) |
I : ForumPass-US X |dForumPass-EUD T 7V r—3 3 NZT 7B AT 5 12D OFISFEAE A HEE
LTWBEA, 207 4—/L KT ldentity] Zi®IRL T ZIV,
[Certificate Type GEBAEDOREME) | IBIR L7-RAF L~V KOO T B w7 > R DOFISHIA L
TS T T, LR OB T R TUTE> et S E 7,
o [ISoftware (Y7 ho=7) |
o [IHardware (/\~»—Ro=7) |
o [lUnknown (R<BH) |
[ Certificate Validity Period (GEFHEDOAZIHAN) 1 : [Basic) Z#EIRL7-5E. [lyear] ©
HaBIRTEET, Medium] ZEIR LGS, LTORBRENORSEZ ENTEET,
o [llyear (14F) |
o [3years (35) |
o [Unknown (FEH) |
[Request Reason (FHEEMDHEHE) | : 2D 7 4 —/L R TIL, FFHENSNLELRFLE 2 FSE A
(FIS Administrator) (Z#2ftd 2 Z LA TE £,

O
)

H:INOLD7 44—V RTERIRTHHERICEH L CITEMN S 2561, FISOBFEIZEIT 5 Exostar 7 A
S —HA NOFEMIERESRITZE 0,

3. [UserInformation (=—¥FEH) | E7 v a LD, EFBLIOA—LT FL &7 EOERE R

50

'Medium] PRAE L~V OFERELZHFE L TV H5E. MEREED7ZOICFEA S NAEFITE

FESNAMRBEANRESNDG D, ZOBEBENELVWI ENEETH D,
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information is correct as this is the address where a trusted agent will be dispatched to complete in-
person proofing.

Uses Information

Kelly g ¢ 13530 Dulles Technalogy

Johnson t  Hemdon

703444-1234 20171

Urited States -

L1 X1
[ Cancel QUi Wext>> |

Note: If you click to modify your email information, you need to go through the email change process
first, and once the email change process is complete, you need to restart the FIS request process.

4. Click Next to complete the application access request. Your request is now complete, and a
confirmation page is presented.

What Happens Next?

* The FIS Administrator receives a request to approve your FIS subscription. The FIS Administrator has
the ability to modify your request.

* Ifyour FIS Application Administrator approves you for basic level of assurance, you will receive an
approval email with a passcode to download your certificates. Refer to the Manage Certificates
section for information on the download process.

* Ifyour FIS Application Administrator approves you for medium level of assurance, your request will
be approved by Exostar (after purchase research), for an in-person proofing session with a trusted
agent. More information on this proofing session is available here.

After a successful proofing session, the trusted agent provides a 16-digit passcode, which is needed to
successfully download your certificates, after you receive an approval email from Exostar. Refer to
the Manage Certificates section for information on downloading your certificates.

In-Person Proofing

Users who require MLOA Software or MLOA Hardware certificates are required to go through in-person
proofing with a trusted agent. A trusted agent will contact you to set-up a proofing appointment at your
convenience. Make sure you review the proofing requirements prior to your appointment, and take all
required documentation to your appointment.

Note: If you fail to bring all required documents to the proofing appointment, you are invoiced additional
charges for all subsequent appointments with the trusted agent or notary.
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 Kelly *Sireat Addre 13530 Dulles Technology

% Johnson . Hemdon
[Chanoe Emal e VA
" 7034441234 20171

L United States

H:A—NAT RLAOEELZ 7 Vw7 LIEGAE, FT AT RLAEE R 270203
D FEHA, AT R VXW%?@L%ET?“&\ FISO HEE TR 2 B ERMG L T &0,
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Copyright © 2017 Exostar, LLC All rights reserved. 36


http://www.myexostar.com/Federated-Identity-Service/Medium-Level-of-Assurance-Digital-Certificates-In-Person-Proofing-Requirements/
http://www.myexostar.com/Federated-Identity-Service/Medium-Level-of-Assurance-Digital-Certificates-In-Person-Proofing-Requirements/

EXOSTAR'

Acceptance of Terms & Conditions

If you are the Organization Administrator, you will see a View Service Agreement link next to each

application. Select this link to accept the terms and conditions.

My Account Administration Registration Requests

Federated ldentity Senice (FIS)

SourcePass

Rofis-Royce
Roils-Royce Global Supplier Portal

My Application Groups

Group Name Status

coeptance of Terms & Conditions

:enace Agregment

Rolls-Royce Glotal Suppiier Porial

Iy Applications Legend: o Active &b Action Required @ Access Pending ¥ Access Suspended
Company-Application status Announcements
Exostar usy s SR :
Rolls-Royce Enterprise Supply Chain & 'Pen‘Jl \g 1ce of Terms & Conditions
Plalform View Sei
Exostar LLC ditio:

Announcements

NOTE: Users within your organization are not able to access the application until the Organization

Administrator accepts the Service Agreement for the application.

To enable access to the application, complete the Service Agreement acceptance by following the steps

below:

1. Click on View Service Agreement to open the Service Agreement for review and acceptance.

urcePass
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RIS~ DIFE
M EEHE (Organization Administrator) (213, &7 7' U 77— 3 > OFEIZ [View Service Agreement

(=R ELFRRTD) | OV IBRFEREINET, TV 7 28R L TEHKMICHE L
TL7EE0,

My Account Administration Registration Requests

Iy Applications Legend: # Active &b Action Required @ Access Pending X Access Suspended

Company-Application Status Announcements

Exostar

Rolis-Royce Enterprise Supply Chain £} Pending Acceplance of Terms & Conditions
Platform View Serdce Agresment

Exostar LLC Pendi
Federated dentity Senice (FIS} &‘. y

SourcePas Are e of Terms & Conditions

View Senice Agreement

Rofis-Royce

a Pending Acceplance of Terms & Conditions
Roils-Royce Global Supplier Portal

View Senice Agreement
My Application Groups
Group Name Status Announcements

Rolis-Royce eTools
Federated Identity Seric

o = a Pending Acceptance of Terms & Conditions
Supply Chain © view Sendce Aoresment

& HHBREHEE (Organization Administrator) 37 7'V 7 —32 a3 VO —ERBHEICFRET S £ T,
RN DO 2 —PXT TV r—2 a NIT 7B ATHZENTEERA,

TV = a D7 7B AEFINTT HITIE, LTOFIRICH > TH—EARMEICHE L TL
2SN,
1. [View Service Agreement (— b ALK EEZRKRT D) | 27U v 7 L, HERLXOFREBEDOTDIC
= RAEZKEFELH L,

Q.

SourcePass o Pending Acce
View Senice Agreement

e g

dange of Terms & Conditions
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2. After reviewing the agreement, click the | Agree button to accept the agreement. The following
screen is presented.

Home My Aci

View Users | Add New User

Application Service Agreement

PLEASE READ THIS DOCUMENT C.
MAY APPLY TO YOU. THIS DOCL

Do not proceed unless you are the i

0 enterinio sements of this type.
Service Agreement =
For Managed Access Gateway Service

This Senice Agreement for Managed Access Gateway Senvice {"Service Agreemenf’), dated as of the Effective Date, is by and between Exostar LLC, 3 Delaware
limited liability company ("Exostar’), and the undersigned ("Subscniber’) (each a “Party” and, collectively. the “Parties”)

The Parties intending to be legally bound agree as follows
1. Definitions
a. Unless the context otherwise requires or as otherwise defined herein, capitalized terms used herein shall have the meanings set forth below:
(1) “Content” means information supplied to Customers via the Semvice.

(2) “Effective Date” means the date set forth above the signature lines below.

(3) “General Terms and C: " means the ds the general terms and conditions for use of the Exostar Exchange. The General Terms and Conditions ﬂ
et o A i Commin A el PRI
= View. Save, of Print 3 copy of the senice

s
s ncooe | DOWNload Adobe PDF Reader

—— ]
"o L Sovorrgee i Thee ]

3. Complete this step for all subscribed applications.

What happens after accepting the Service Agreement?
* You can subscribe a user to the application. For information on how to add a user/subscribe a user to
an application, refer to the User Management Guide.
e A user within your organization may request access to the applicationthemselves.

What happens if you do not accept the Service Agreement?
* If you select Cancel, you are taken back to the Applications page.
* Ifyouselect | Do not Agree, your application subscription will remain pending, and the View Service
Agreement button is made available again.
* Users within your organization cannot access this application.

Email Confirmations
When the Organization Administrator accepts the Service Agreement for an application an email
confirmation is sent out by Exostar.

Account Management
If you would like to change information regarding your account, you can do so by accessing the My Account
tab after login. You have the following options:
* Update Enterprise Access Gateway (EAG) Settings
Note: This option is only available to those users who belong to an organizations subscribed to the
EAG service
¢ View Organization Details
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2. BRINEBZMER%L., [RET D20 T Agree] RE %227 0 w735, LTFOBEBENERIND,

Home My Account Administration

View Users | Add New User Subscnbe te Application

Application Service Agreement

PLEASE READ THIS DOCUMENT CAREFULLY? IT CONTAINS VERY IMPORTANT INFORMATION ABOUT YOUR RIGHTS AND OBLIGATIONS, AS WELL AS LIMITATIONS AND EXCLUSIONS THAT
MAY APPLY TO YOU. THIS DOCUMENT CONTAINS A DISPUTE RESOLUTION CLAUSE,

Do not proceed unless you are the duly authorzed representative of the Subscribing entity autho nter inlo agreements of this type.
Service Agreement =
For Managed Access Gateway Service
This Senice Agreement for Managed Access Gateway Senice ("Service Agreemen(’), dated as of the Effective Date, is by and between Exostar LLC, a Delaware

limited liability company ("Exostar’), and the undersigned ("Subscrber’) (each a “Party” and. collectively, the “Parfies’)
The Parties intending to be legally bound agree as follows:
1. Definitions
a. Unless the context otherwise requires or as otherwise defined herein, capitalized terms used herein shall have the meanings set forth below
(1) “Content” means information supplied to Customers via the Semvice.

(2) “Effective Date™ means the date set forth above the signature lines below.

(3) "General Terms and C: " means the d the general terms and conditions for use of the Exostar Exchange. The General Terms and Conditions
A ana aF s Ria Caninn A

=

y posting fhis
and you may not

— I
[ Dototagee I THgree ]

3. MALTWLTNTOTF I r—va VT LTZOFRE 21T 5.

P —EABZPECFABELZE

o Z2—YETFVr—vaIZMAZSELZENTEET, 2—Y&2T7 7V r—ra 2B MA
SHDLHIEL, 22—V EHTA FEBRIIEE,

s HMHBNOZ—TIIKZEBETT IV r—a i ~DT Vv AZHEFETLIZENTEET,

P—EAZPEIFELRWVWES
o [cCancel] %#i®i{R¥ 2% & [Applications] ~X—|ZHEY £7°,
e [IDonotAgree] ZEIRTHET IV r— g U ~DOIMAIFRE S, [View Service Agreement
REUINHERRINET,
o HEENOZ—WIIT TV r— a TV BATHIENTE A,

%wu)‘ — )V
ik ‘EHH (Organization Administrator) 73— B REKE(Z[FET 5 & . Exostar) HFETR A — /LS
EEINET,

TR N EEHETS
T NOBEREEFE LI-WIGEEIE, a7 A4 % [MyAccount] #7127 7 BALTL IS, LTI
FTarwE R LET,
e [Update Enterprise Access Gateway (EAG) Settings (EAGXEZ EH T 5) |
H:ZoF 7Y a i, EAGH—ERIZIMAL TWHHERICET 22— ICOAFIHARETT,
*  [View Organization Details ((Lfk{E#RZ K ~T D) |
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¢ Change Email

* Change Password

* Change Security Questions

e Manager Certificates (Note: This options is only available if you are approved for access to FIS)
* Manage OTP

¢ Connect Accounts

Edit Profile
* The Edit Profile page allows you to change your name and address information.
* Click on the My Account tab to view the Edit Profile page.
* You can update the available fields.
e Click the Submit button to complete the changes.

Home My Account Administration Registration Requests

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

User Profile

UserID: cambetest_5816

Email: tcambetes@aol.com *Street Address 1: 13530 Dulles Technology

Role: Org Admin, App Admin Street Address 2
Organization

Exostar Training/Training
Name -

*City:  Herndon

Organization ID: EXO106099514 *State: VA

Title:  Select Title v *Zip/Postal Code: 20176

*First Name
*Country:  UNITED STATES ad
Middle Name 5
America/New_York v
*Last Name off
Job Title Created Date: NI/A

Suspended e(From MAG): N/A
“Phone:  703-555-1234 uspen Date( n MAG !

Last MAG Acces 22 Apr, 2013 10:51 AM EDT

Fax

You are presented with a confirmation page, and an email is sent to the email address on record.

Notes:

* If your account has been linked to your corporate network account via Enterprise Access Gateway
(EAG), your screen may look different. Refer to the section Update Enterprise Access Gateway (EAG)
Account Settings for additional information.

* Not all profile information you update in the portal will propagate across all of your Exostar-enabled
applications. You will have to update application-specific profiles within the respective application.

* Restricted Access: ON/OFF setting is one of the factors that determines whether you can access
Restricted Profile sites in ForumPass. If you have any questions regarding this setting, please contact
your Organization Administrator. If you are not using ForumPass, this setting is of no relevance to
you.
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[Change Email (A—/VT7 RLAEZEFTTD) |

[Change Password (/XA U — RZZEHT %) |

[Change Security Questions (Z ¥ = U T 4 BEMEZ2ZEET5) |

[Manager Certificates GERIEHZEHT5) | (£ : ZOF T a NEa—FRRAS~DT 7 &
A KRB EN TV DL HEICOBFIHAHETT, )

e [Manage OTP (OTPZEELT 5) |

e [Connect Accounts (77> b &EHT D) |
a7 =NV ERET D

e [EditProfile] ~— Y TRABIMENAELTLHZ LN TEET,

e [MyAccount] ¥7 %71 2 L, [EditProfile] ~—T%ZFRLTIZEVY,

o AT 4 — NV REEHFTEET,

[Submit] "% %27V v 7 LTEREZZET LET,

Registration Requests

Home My Account Administration

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

User Profile
UserID: cambetest_5816

Email: tcambetes@aol.com *Street Address 1: 13530 Dulles Technology

Role

Organization

Org Admin, App Admin

Street Address 2

Name Exostar Training/Training *City: 'Herndon
Organization ID: EXO106099514 *State: VA
Title:  Select Title v *Zip/Postal Code: 20176
*FirstName: [Te *Country:  UNITED STATES =
Middle Name Time Zone:  America/New_York v
*LastName: Restricted Access: Off
Job Title Created Date: NI/A

Suspended Date(From MAG). N/A
*Phone: 703-555-1234 f ;
Last MAG Access Date: 22 Apr, 2013 10:51 AM EDT
Fax

MERR—UMERR I, BESNTEA LT FLAZA—=AREEESNET,

=*

TATY NPEAGEN L THNR Yy NT—2 « T AT U 7 LT DA, BENEL DY
ENRHY ET, ERDHEHRICEI L TIX.  [Enterprise Access Gateway (EAG) 7 AU Y NREZBEH
T3] OkrvarEBRIESD,
R—FNWVTHEHF LT 07 4 — VIFEROTXTH, Exostarf i DIENOT 7V r—3 3 S
NOLIFTIELY EHAL, 7TV r—va @aO7Ta 7 o —UERITET 7V r—a o CEE
TOHMLENHD T,
[Restricted Access
Profile) | A N7 7 BATX 20 ERET H—EKTT,
(Organization Administrator) ([ZEBWEHOH F &V, ForumPassz i L CWWRWEE, =
TS LER AL

: ON/OFFDOFREIX. = —V ) ForumPass® [fHIfRf}& 71 7 4 —)L (Restricted
Z O EICET 2 E R ISR B

EIn==3

AxX AE
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Update Enterprise Access Gateway (EAG) Account Settings

The option to update the EAG Account Settings is available to users who belong to organizations which are
subscribed to the EAG service. This option allows users to access all MAG applications via their corporate
network log-in credentials. As a user belonging to an organization subscribed to EAG, your Edit Profile page
will have an additional section to link your account to your network log-in credentials as highlighted below:

Adoption

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

User Profile

UserID: cambetest_3601

. *Street Address 1:  Unknown
Email: teresa.cambetes@exostar.com
Role: Customer Support Street Address 2
Organization Name: Exostar2 *City: Unknown
Organization ID: EX0s029448149
*State: VA
Title:  Select Title ~

*Zip/Postal Code:  Unknown

*First Name:
*Country:  UNITED STATES v

Middle Name:
Time Zone:  America/New_York v

*Last Name:
Restricted Access: Off

Job Title:  Training Created Date: N/A

Suspended Date(From MAG). N/A

*Phone:  703-555-1212

= Last MAG Access Date: 22 Apr, 2013 12:55 PM EDT
ax

Enterprise Access Gateway (EAG) Account Settings

Remote Identity Provider (R-IDP). ExostarUAT1
(SLLQELLITICRN - Cjick here to begin a multi-step process to link your MAG account to your Remote Identity Provider account.

Link Accounts

To link your corporate login credentials with your MAG account, log-in to your MAG user account, and access
the Edit Profile tab. Scroll down to the EAG Account Settings section at the bottom of the page, and follow
the steps below to complete account-linking:

1. Click the Link Accounts button located under the Enterprise Access Gateway Account Settings
section.

Enterprise Access Gateway (EAG) Account Settings

Remote Identity Provider (R-IDP)._ExostarlJAT]

| Link Accounts B SRR begin a multi-step process to link your MAG account to your Remote Identity Provider account
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Enterprise Access Gateway (EAG) 74 7 MR E % EH T 5

[EAG Account Settings] % #9247 3 %, EAGH—E X IZMAL TWHHHRICET 22— cD
HFNHARETY, 24T v aildoT, 2—ViFHNxy hU—FTHue A - 7 LT LT
MAGDTXTOT SV r—a N7 7 BATAHI ENTEET, EAGH—ERITMA L TV AR
$ 52— ® [Edit Profile] ~X—|21Z. LFCHIR DT LN TWA XD, Xy hU—F e A -
JVTUUXxNNET AT N 7 SEDHEMDOE Y v a RN FRENET,

M Customer Support Adoption

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

User Profile
UserID: cambetest_3601
¢ *Street Address 1:  Unknown
Email: teresa.cambetes@exostar.com
Role: Customer Support Street Address 2
Organization Name: Exostar2 *City: Unknown

Organization ID: EX0s029448149
*State: VA

Title:  Select Title «
*Zip/Postal Code: Unknown

*First Name: |T

*Country:  UNITED STATES v
Middle Name:
Time Zone:  America/New_York v
*Last Name
Restricted Access: Off
JobTitle:  Training Created Date: N/A
*Phone: 703-555-1212 Suspended Date(From MAG). N/A
Fa Last MAG Access Date: 22 Apr, 2013 1255 PMEDT
X

Enterprise Access Gateway (EAG) Account Settings

Remote Identity Provider (R-IDP): ExostarUAT1
(EULRENLITCRI < Cjick here to beain a multi-step process to link your MAG account to your Remote Identity Provider account.

ThoU e sED

HARy N Ha A - J LTV VEMAGT B a7 SHDHI21E, MAGD—H « 7
B hicaZ AU, TeditProfile] # 717 7B ALTL &V, =Tk Fio [EAG Account
Settings] £ CAZa—/LL, UTOFIRIZIR>TT IV ha) o7 SETIEIN,

1. [Enterprise Access Gateway Account Settings] Z 7 2 = > ® [link Accounts] H"¥ %7 U v 73 5,

Enterprise Access Gateway (EAG) Account Settings

Remote Identity Provider (R-IDPY_Ex
LRSI < [olick here to begin a multi-step process to link your MAG account to your Remote Identity Provider account
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2. Youare prompted to save any changes you made to the Edit Profile page. Click OK if you want to

save any changes, otherwise click the Cancel button to start the account linking process.
Message from webpage (==

[ % Please save any entries you have made to this user's profile before
‘&Y' proceeding with Account Linking. Click 'OK' to return to the User
Details page, or 'Cancel' to continue with Account Linking.

[ 0K ] [ Cancel ]

3. Step 1 of the Account Linking activities is presented. As shown below, your MAG Login ID is

displayed, along with the Connect to Identity Provider and Cancel buttons. Click on Connect to
Identity Provider.

EXOSTAR’

Account Management

| e B e T e About Us | Help | Logout
Account Linking

-
|
@
|

STEP 3

This Account Linking process will link your MAG user account to your network login in your organization. Account linking will enable you to perform single sign-
on to Web applications hosted by Exostar or its partners without the need to login to MAG. To perform account linking, you will need to be connected to your
Identity Provider. Click the button below to begin. You may be prompted to provide some user identity information.

MAG user ID: [gupta_eags_6307 @securepass.e

gs_6 @securepass.exostartest.com

Connect to Identity Provider |[ cancel

IMPORTANT:

* Ifyou arelogged in with your FIS certificates, you are prompted to select the certificate. Select the
certificate and click OK.
* Ifyou do not have FIS certificates, but have a pending FIS request, you may also be prompted for a
certificate. Click Cancel.
= =
il L]
Account Management g About Us | Help | Logout
Account Linking The website you want to view requests identification.
B 2 ! ! Please choose a certificate.
”%\ u—, @] "—'i Issuer -
. LI Exostar FIS UAT Certificate ..
STEP 1 STEP 2 S005(... Exostar FIS UAT Certificate ..
= S Sharma_3876(Ide... Exostar FIS UAT Certificate ..~
Seema TestOrgReg_... Exostar FIS UAT Certificate ..
Proofer Provisioner_... Exostar FIS UAT Certificate ..
This Account Linking process will link your MAG user acct Seema EncryptionQ... Exostar FIS TEST Certificate . ng will enable you to perform single sign-
on to Web applications hosted by Exostar or its partner SGUDta_9564(ldEn§I-»- Exostar FIS UAT Cerliflcate v hg, you will need to be connected to your
Identity Provider. Click the button below to begin. You r 4 | »
More Infa... | Yiew Certificate. .. I
MAG user ID: [qupta_eags_8907@se s=.exostartest.com
Connect to Identity Provider |[ cancel e

If you are already logged in to your corporate network, you will go directly to step 5 below. If you are

not logged in, you are prompted to provide your network log-in credentials in the next screen. Please
note this screen is specific to your organization.
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2. [Edit Profile] X—V ~DODEBEERGFTHEHIITRKRDENDDT, BHEEZHEGFELZTUL TOK] %,
FoTipt lcancel] 227V w7 LT hHUY "D 7 ZEGET 5,

‘Message from webpage ==

(V"_“"".I Please save any entries you have made to this user's profile before
‘&Y' proceeding with Account Linking. Click 'OK' to return to the User
Details page, or 'Cancel’ to continue with Account Linking.

[ 0K ] l Cancel ]

3. [AccountLinking| #fEDSTEP 13K RSN D, LFDO X912, [MAGuserID| & & HiT
to Identity Provider] 35T [Cancel] R U RNERIND,
v 75,

EXOSTAR’

[Connect
[Connect to Identity Provider| % 7 U

Account Management

About Us | Help | Logout
Account Linking

8 - HH — &

_ SWPYT __ STWEP2

STE;' 3

This Account Linking process will link your MAG user account to your network login in your organization. Account linking will enable you to perform single sign-
on to Web applications hosted by Exostar or its partners without the need to login to MAG. To perform account linking, you will need to be connected to your
Identity Provider. Click the button below to begin. You may be prompted to provide some user identity information.

MAG user ID: [gupts_eags_6307@=e

s_6907 @securepass.exostartest.com

Connect to Identity Provider |[ cancel

HE .

e FISSEHETHE A VL TWAEGEA., IFAEZERINT DL OICROONET, FEHEZERL,
lOK] #7 U v 7 LTLIEEW

o FISSEEIIFF - T2 WFISHEEDAGRIF L OGA LAt EEZ RO OND Z ENRH DV £,
[Cancel] Z#7 VU v 7 LTL7Z&EW,

EXOSTAR'

Account Management

Choose a digital certificate j

About Us | Help | Logout
Account Linking

8 - H —

STEP 1 STEP 2

The website you want to view requests identification.
1\ Please choose a certiicate.

Issuer =

FIIGIR Exostar FIS UAT Certificate ..

... Exostar FIS UAT Certificate ..

5 Sharma, 3876(Ide .. Exostar FIS UAT Certificate ..
Seema TestOrgReg_... Exostar FIS UAT Certificate ..
Proofer Provisioner_... Exostar FIS UAT Certificate ..
Seema EncryptionQ... Exostar FIS TEST Certificate .

This Account Linking process will link your MAG user acct ng will enable you to perform single sign-

on to Web applications hosted by Exostar or its partner S Gupta_ 9564(ldentu.,. Exostar FIS UAT Certificate .. ng, you will need to be connected to your
Identity Provider. Click the button below to begin. You r 4 ‘
More Infa... | Yiew Certificate. .. ]
MAG user ID: [gupts_sags_6907 @securepass.exostartest.com
Connect to Identity Provider |[ cancel |

Cancel

4, T TITHAR Yy NU—Zzua A4 LTWAEA, LTOFRIESICETe, 7oA 2 LT WEs

WOEHETHNRY NU—ZHua A « 7 LTy a2 ROBN5D, ZOMEHEIT— Ok
WXV RS,
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5. Step 2 of the Account Linking process is presented. Notice your corporate network user ID is

populated. Click on the Link accounts button.

Account Linking

B - e

STEP 1 STEP 2 STEP 3

Click the button below to link your Remote Identity Provider user account with your MAG user account.

MAG user ID: I;L,:ts_es;s_i?:?ﬁs-—::ve:sss exostartest.com

BAE Systems user ID: I;L:tE_E'

Note: The above screenshot displays your MAG Login ID and your Corporate Login ID. In this
example, you see the Corporate User ID is defined as BAE Systems User ID. This is only for the
example. You will see the name of your organization instead.

Step 3 of the Account Linking process is displayed. Click Logout and Close Browser to complete the
account linking process.

Account Linking

B % — o

STEP 1 STEP 2 STEP 3

i

ou have successfully linked your MAG account to your Identity Provider account and a cookie has been written into your browser. Clicking the
button below will complete the linking process and close all MAG sessions including this window. To access an application available via MAG,

launch a new browser session and login to MAG using your linked account. Alternatively, if you have already bookmarked MAG application(s),
select the bookmark and directly access the application.

MAG user 10 | E

@securepass.exostartest.com

BAE Systems user ID: |;|.;

Logout & Close Browser

What Happens Next?

When you click on the Logout and Close Browser button, you are logged out of your MAG session.

A persistent cookie is saved on your machine to ensure you are not required to authenticate again to
MAG.

To access MAG again, you need to open a new browser, and access the MAG login page. You are
taken directly to the MAG Applications page, or the application youaccessed.

If you are not logged in to your corporate network, you may receive a prompt to log-in.

If you would like to access MAG outside of your company’s network you may contact your
Organization Administrator for delinking of your account.

For FAQs related to EAG, refer to the EAG User Guide.
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5. [AccountlLinking] DSTEP 23 FKRIND, ENFX Yy hT—7 Ha—FIDRFHEAIINTWD Z L 2 HE
95, [linkaccounts| "X %7 ) v 795,

Account Linking

e — @] — B

STEP 1 _ STEP2 ST[ P3

Click the button below to link your Remote Identity Provider user account with your MAG user account.

MAG user ID: Igu:ta_eags_é?-:?ﬁse:ure:ass exostartest.com

BAE Systems user ID: Igu:ta_eags

[ Gink sccount=_|

H: EORXZ7 U =23y T IMAGuserID] v /A VIDRERINLTHWET, ZOHIT
T3¢ a7 1 IDIE [BAE Systemsuser ID] & 72> CWET2, ZHIFHICHITHY . ERIZ2—W
DOFRA NIV IcFRRENE T,

6. [AccountLinking] DStep373#/~x=415, [LogoutandCloseBrowser] #7 U w27 L, 77 b
DY T FhtE w792,

Account Linking

B - & — B

__ STEPY1 _ STEP2Z STEP 3

You have successfully linked your MAG account to your Identity Provider account and a cookie has been written into your browser. Clicking the
button below will complete the linking process and close all MAG sessions including this window. To access an application available via MAG,
launch a new browser session and login to MAG using your linked account. Alternatively, if you have already bookmarked MAG application(s),
select the bookmark and directly access the application.

MAG user 1D: [aupta_==0s_6507 @securepass.exostartest.com

BAE Systems user 1D: Igu;ta_éagi

Logout & Close Browser

Z D% DRI

 llLogoutandClose Browser] #27 U v 74 5& MAGDE YTz vhobual 7w hLET,

o NR—=VRATUV NI oF—D2—HF DRV I NMRFEINDTD, MAG~DFEIEE FFEIT 5 M2
TH 0 FHA,

o MAGIZHRBEZA T 5B, HILWIT I UHFELHNTMAGE /A U _—=DIZ7 7B AL TS EENY,
[MAG Applications]| X—XIIT 7B A LT 77U r—y g VCEEBEI S E T,

s HAXy FU—=2ZIZu A LTWRWEE, B A U ERT Ay E—URFRINDGEN
HYFET,

s MRy NU—=Z DI TMAGIZT 7 BEALTEWGAIX, 7D ROV 7 T 5 72 DI A%
B (Organization Administrator) [ZiEE L T 72 &0,

EAGIZEHT 2 X< H D TEMIL, EAGL—V A FE2 TSR IEE N,
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Lost EAG Cookie: Re-link Accounts
As mentioned above, a persistent cookie is stored on your computer when you complete the account-linking
process. If the cookie is lost, follow the steps below to re-link your accounts.

1. To re-link your corporate login credentials with your MAG account, access the MAG loginpage.

exostar U
[ son

Login

Advanced Login Opticns

g Dital Lot
) avg

Dol Corsticates (Softmace)
* Beadmote

2. Click Single Sign On (EAG), and you are prompted for an FIS certificate. Select the certificate you use
to access your applications, and click OK or Cancel(if you don’t have a certificate).

3. Ifyou are not logged-in to your corporate network, you are presented with the log-in screen. Enter
your corporate login credentials.
If you are already logged-in, you are taken directly to the next step.

4. You are presented with the MAG Applications page. A new persistent cookie is automatically set-up
to ensure you are not prompted for MAG credentials again.

Password Reset and other actions for EAG users
If you’re an EAG user, you are not required to reset your password or remember your security questions. The
following options under My Account tab may not be available:

¢ Change Password

e Change Security Questions

View Organization Details
Access the My Account tab, and select View Organization Details. This tab provides information regarding
the following:

* Organization name and address details

e Exostar Organization ID to reference when calling Customer Support

* Subscribed applications

* QOrganization Administrator contact information

e Application Administrator contact information per application
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EAGY v X —Z ik LIz T el v 7 885

ETHMLELS IS, THTY bOY U FHRENPKTT D ENR—VRT Y M yFR—Ra—FDRYa

VNRIEESNET, 7o X —F MR LIRS, UFTOFEICR - TT IV M2HY 7 LTLEE N,
1. Ry hU—2Ha A « 7Ty LEMAGT A7 N U7 X850, MAGHR &

AL _R—=N T VAT 5,
exostan U
[ soon

Login
User 10

et Unet K02

Focat Paswwnnt?

Advanced Login Opticns

Sngle $g0 00 (EAG)
Bead maee

—
g Dtal Cxticaies Madwace)
\ Bad moee

Dol Corsicates (Softmace)
5 Beedmote

2. IsingleSignOn (EAG)] %= 7 U v 73 5%, FISiEAEZROONLDOT, 77V r—Tailrsk
AT HEEMEHT HREEZEIRL, ToK) X lcancel) GEIEZFF > TWRWEES) 227V v
745,

3. fENR Yy hU—2Z1ZuZ A4 LTWRWES, vl A4 VBEERNERIND, BFEa T A2 -7
LFo L AT 5,
FTTICE A U LTWAEGE, ROFNEICEEI S5,

4. [MAG Applications| ~— U NEKRIND, FTLWN—V ATV b7 X —0NHETRIE I,
MAGZ L7 v ¥ X WA H RO BN 72 5.

EAGL—IZL DAV — RO\REELZOMDT 7 a
EAGL—W(L, "ATU—RFROPERERLEX 2V T A BHEZRZDMLEIIHY A, [MyAccount] ¥ 7
DRDOA T > a AXTFHNZIZ T e nZ b0 £,

e [Change Password (/XZA U — RAZZHET23) |

e [Change Security Questions (E¥ = U7 4 EM&2EET ) |

AR R ERTT D
My Account] % 727 7 AL, [View Organization Details] % i®IR L T 7Z&V, ZDOHX 7 TIELLT
DIEFWMBTRHE S E T,
o HHARA PR - P EH
o W AKX —YiR— MIEFET DEEIZExostar23 2 R 245D (Organization ID)
s MATFVr—ayv
o fHMKEEEE (Organization Administrator) D&
o KT TVl —1 a7 r—a UEHE (Application Administrator) OB SE
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Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

Need to change your organization’s name, address, or organization administrator?
Complete the organization information change request form and follow the instructions for submitting it to Exostar's Customer Service
Organization Details

Organization Name: Exostar LLC Address 1: 13241 Woodland Park Road
Organization ID/Exostar ID: exostar/ 97679 Address 2. Ste 400
Business Unit City: Herndon

MPID: ae9da2ea-7835-1000-8cc0-ac160d880001 *State/Province: VA

Organization's HQ/Country of

us Zip/Postal Code: 20171
Incorporation:

Country: US
DUNS #:
Created Date: N/A
Do not allow users of my
Organization to use Exostar No Suspended Date: N/A
provided OTP tokens
Do not allow users of my

Do not allow users of my Organization to use Exostar

No
Organization to be invited to No provided Phone Based
applications OTP:
Organization Contact
First Name Last Name Email Phone
Ben Maphis ben.maphis@exostar.com 703-793-7781
Organization Administrators
First Name Last Name Email Phone Able to Approve OTP HW Token Activations
Rose Brown rose.brown@exostar.com 703793 7747 Yes
Adrienne Evans adrienne.evans@exostar.com 7037937767 Yes
Application Administrators
First Name Last Name Email Phone Application
Rose Brown rose.brown@exostar.com 703793 7747 Supply Chain Platform - General
Adrienne Evans adrienne.evans@exostar.com 7037937767 Supply Chain Platform - General
Nathan Cassedy nathan.cassedy@exostar.com 866-239-6782 Supply Chain Platform - General
Proofers
First Name Last Name Phone Email
Adrienne Evans 7037937767 adrienne.evans@exostar.com
Application Settings
Provider Application Status
Information Manager Hil Information Manager Hll Active
Exostar LLC Supply Chain Platform - General Active
Exostar LLC ForumPass 4 - EU Active
Exostar LLC Federated Identity Service (FIS) Active

Note: You are able to view the Enterprise Access Gateway Account Settings only if your organization is
linked to EAG.

Change Email

Access the ‘My Account’ tab and select ‘Change Email’. You will be able to change your email address by going through the
following steps:

1. Access the My Account tab, and select Change Email.

Enter your new email address, and click Continue. You will receive an activation code via email to
your new email address.

Enter the activation code from your email, and click Activate. Your new email address is now active in
the system.
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Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

Need to change your organization's name, address, or organization administrator?
Complete the organization information change request form and follow the instructions for submitting it to Exostar's Customer Service

Organization Details

Organization Name: Exostar LLC Address 1: 13241 Woodland Park Road
Organization ID/Exostar ID: exostar/ 97679 Address 2. Ste 400
Business Unit City:  Herndon
MPID: ae9da2ea-7835-1000-8cc0-ac160d880001 *State/Province: VA
Organization's HQ/Country of us Zip/Postal Code; 20171

Incorporation

Country: US
DUNS #:

Created Date: N/A
Do not allow users of my

Organization to use Exostar No Suspended Date: N/A
provided OTP tokens

Do not allow users of my

Do not allow users of my Organization to use Exostar
) < No
Organization to be invited to No provided Phone Based
applications OTP:
Organization Contact
First Name Last Name Email Phone
Ben Maphis ben.maphis@exostar.com 703-793-7781
Organization Administrators
First Name Last Name Email Phone Able to Approve OTP HW Token Activations
Rose Brown rose.brown@exostar.com 7037937747 Yes
Adrienne Evans adrienne.evans@exostar.com 7037937767 Yes
Application Administrators
First Name Last Name Email Phone Application
Rose Brown rose.brown@exostar.com 703793 7747 Supply Chain Platform - General
Adrienne Evans adrienne.evans@exostar.com 7037937767 Supply Chain Platform - General
Nathan Cassedy nathan.cassedy@exostar.com 866-239-6782 Supply Chain Platform - General
Proofers
First Name Last Name Phone Email
Adrienne Evans 7037937767 adrienne.evans@exostar.com
Application Settings
Application Provider Application Status
Access:
Information Manager Hil Information Manager Hll Active
Exostar LLC Supply Chain Platform - General Active
Exostar LLC ForumPass 4 - EU Active
Exostar LLC Federated Identity Service (FIS) Active

N

& FHFR2EAGIZ Y 7 LTV A AT D7 [Enterprise Access Gateway Account Settings] [ZF /R SNV E T,

A—)VT RLVAEZETT5H
My Account] % 7\Z7 78 AL, [Change Email] %iEIR L T 7ZEW, LFOFIRIZIH > TA—/LT R
VABERTTHIENTEET,

1. [MyAccount] ¥ 727 7 AL, [ChangeEmail] #&ERT 5,
FHLWA—LT RLZ2AZ AL, [Continuel] 27V v 2735, FiLWA—LT RLRIZT VT 4
R—Tzgr s a—RfpmE<,

3. A—IRHicsni=T7 7T 4 _X—var s a—Rxz AL, [Acivate] 27V v 735, VAT
LATHLWA—LT RLARNENIR D,
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Registration Requests

Edit Profile View Organization Details | Change Email Change Passwo

Important Note:

rd | Change Secunty Questions | Manage OTP | Connect Accounts

s, contact Exostar Customer Support

If you have FiS tificates, you wll not be able to proceed fr

Modify Email

ddraas
dress

*New Email Ad

[ Closr | ——Canie—|

Step 2: To activate your new email address, enter activation code from emai

Activate Email

[ rave_]

IMPORTANT:

* Ifyou have valid FIS certificates, you need to revoke your certificates, and then change your email

address. This requires a new purchase.

* If you have been approved for FIS certificates, but have not yet downloaded your certificates, and do

not also have any other valid FIS certificates, you can modify your email address.

* You MUST notify all project partners of your email address change to ensure you can continue to

access the applications.

* If your account is linked to your corporate network account via EAG, you are not able to access the

Change Email tab.

Change Password
1. Access the My Account tab, and click Change Password.

2. Enter your current password, your new password, and then confirm your new password.

Rogistration Reguests

m O

Password Strength Policy

ord must be at least 3 a

Edit Profile | View Organization Detads | Change Email || Changa Password | Change Secunty Questions | Manage OTP | Connect Accounts
Change Password
Pas
*New Pa
*Coafirm New Pa
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M Administration Registration Requests

Edit Profile View Organization Details | Change Email Change Password | Change Security Questions | Manage OTP | Connect Accounts

Important Note:
If you have FIS cenificates, you wll not b2 able to proceed from here. To change your email address, contact Exostar Customer Support
Step 1: Enter new email address and click Continue. You will recene an activation code by email

Modify Email

Cumrent Email Address: kelly johnson@exostar.com

*New Email Address

(oo | Conime

Step 2: To activate your new email address, enter activation code from emai

Activate Email

*Activation Code

[ ctvais_)

HE

o OWRFSTIEAEZR > TV A% A, AEHELZ R IETHOEA—ALT NLRAEZERTHLERHY
£9, ZOGE. FITICERELBATOILENH D £7,

o FISSEFAEDKRE., FIEEHELZ X 70— KL TELT, HOZNCARNRFISTEHELZ - T
WRWEGE, A—AT RUVAZETTLHIENTEET,

s TV —vallBlERMET I EATELEIIC, §_XTCHOTa Y=y b« /=" F— |2 A=)
7 RUVADEE @M LRITIER D /A,

o THUYINREAGEN LTHANRY hU—Z « ThH L REV 7 LTWAHEE. [Change Email ]
HTNT VAT HZ LT TEERA,

INAY — REEHET L
1. [MyAccount] #7127 27 AL, [ChangePassword] %27 U v 73 5%,
2. BUEDNAT—=REFLWRRAT =Rz AL, HLOWASATY — REiERT 5,

m Administration Rogistration Regquests

Edit Profile | View Organization Detads | Change Email || Changa Password | Change Secunty Questions | Manage OTP | Connect Accounts

Change Password

Old Password

*New Password

‘Coafirm New Password

Password Strength Policy

» Password must be at least 8 and at most 12 characters It mest comygrise at least 4 distinct characters, 1 alphabetic character, 1 numenc character and 1 §

whitespaces are not permtted
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Make sure your new password complies with the Password Strength Policy:
e Must contain a minimum of eight characters, and a maximum of 12 characters.
e Must contain at least four distinct characters:
o One alphabetic character
o One numeric character
o One special character such as |,@,#,5,% etc.
e Leading and trailing spaces are not permitted.

3. Click Submit.

Note: If your account is linked to your corporate network account via EAG, you are not able to access the
Change Password tab.

Change Security Questions
1. Access the My Account tab, and click Change Security Questions. If you wish to change a
guestion/answer combination, click on the Change check box. This makes the field editable.

2. Make any modifications, and then click the Submit button at the bottom of the page.

Edit Profile Janizat i ge | | Change Passwe Change Secunty Question

Change Security Questions
the change D entering the new answer for that quest and clic Submit
Change
Question 1
Answer
Change
Question 2
Answer
Change
Question 3
Answer
Change
Question 4

Answer

it

Please note the following regarding your Security Questions:

e Security questions are used when you have forgotten your password, or when you need to change
your password.

e The system only requires you to remember two of the four questions when resetting your
password.

* You must make each of your question and answer combinations unique.

e The answers to the security questions arecase-sensitive.

e You cannot select the same question twice.
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HLUWWRAT— K23 [password Strength Policy (/SR U — REEERY 2 —) | ITHIGLTWD Z L& & HE

BT D,
o SUTFUEDRXFLUNTHDZ &

o VI L HLAODERNDLZIUFEETZ L

o WFINF

o HFI1XTF

o FEERXTIT (I, @, #.
o JEEHLREIZAN—R|IHEHATF

3. [Isubmit] #7 VUV v 775,

BT MDREAGE N L THANR Yy NU—7 « Thou hEV 7 L TWDHEEA.

RTZT VAT HZLITTEER AL

X VT BNEEETD
1. [MyAccount] #7277 AL,

S, %5E)

[Change Email |

[Change Security Questions| %7 U v 7 9%, A8 L7 VWVER

EEZDOMBEDED IChange] ODF = v 7Ry 7 AZF =y 72 ANND, ZHUTED, 74—

RAREEFTHE & 72 D,

2. BH%, RX—TUk FE@O [Submit] HR¥ %

7V w735,

Edit Profile | View Organization Detail hange Email Change Secunty Questions Vanage OTF
Change Security Questions
ng the change box, entenng the new answer for that question, and dickang Submit
Cha
Quest
Answer
Changs
Question 2
Answer
Change
Question 3
Answer
Change
Question 4
SWel

X2 VT BBICBL T, UTORICZERESLES L,

o TX2UTAHMIZ, NATU—F
SINET,

o NAU—F&UEy M DHEIT,

ZENTLEo7HE, IR — RELET 5B H

ASDEMD D B2DIWIZHETHZ EnRDONET,

HMEZEZDSMBEDRITHOLDTHLLERH Y £,
TH =2 VT A HROEZIIRLF L/ FREFI SN ET,
[F CERMZ2EE S LIXTEEE A,
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Note: If your account is linked to your corporate network account via EAG, you are not able to access the
Change Security Questions tab.

Manage OTP

From the Manage OTP tab, you can order, activate, and manage One-Time Password Hardware Tokens.
These tokens are used with your MAG account for authentication purposes. For more information, refer to
the OTP Hardware Token User Guide.

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

Manage OTP Credentials

OTP Credential Type What's this ? Status Actions

OTP Hardware Token Inactive Purchase/Register
Phone Based OTP Inactive Purchase/Register

If you are interested in purchasing an OTP Hardware Token, visit our website by clicking the Order Token button. Order Taken

Important: After you have purchased and received your OTP Hardware Token, approval for activating the token is required. If you need help, view these frequently asked questions about OTP Hardware
Tokens

Activate OTP Hardware Token

To activate your OTP hardware token, click the Activate button

Manage Certificates
If you are approved for FIS access, you are able to view the Manage Certificates tab under the My Account
tab.

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
hd

Download Certificates

*Passcode:

T

Helpful Tips:

Make sure your system meets the requirements for downloading certificates

Enter your entire 16 digit Passcode including hyphens (-). Avoid extra spaces

If you are installing your certificates on a token, you MUST run the system check to ensure there is enough room on your token to download additional
certificates

Need additional help? Refer Online Help for FIS

See an error on this page? Find out more.

If your Passcode is lost or compromised, you must reapply for FIS Certificates

Note: Once you reapply, your request will go through the approval process and you will receive an email notification regarding next steps.
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B 7T FBREAGEN L THNR Yy NU—27 « ThH o hE U7 LTWAEA.  [Change Security
Questions| Z 7T 7B AT A LIITXFHA,

OTPAEHT %

[Manage OTP] % 7 TlX. [One-Time Password Hardware Token (V% A AXRU— RKFN—R =7
f—=2V) | OEX. AL, BLOEHEZTLIZENTEET, ZNHD =7 Uid, BREDTZDHIZ
MAGT 1D v M CEH SN ET, ML, OTP»— RV =7 b —27 > Da—Hi 4 RESZRITEIN,

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

Manage OTP Credentials

OTP Credential Type What's this ? Status Actions

OTP Hardware Token Inactive Purchase/Register
Phone Based OTP Inactive Purchase/Register

If you are interested in purchasing an OTP Hardware Token, visit our website by clicking the Order Token button. Order Token

Important: After you have purchased and received your OTP Hardware Token, approval for activating the token is required. If you need help, view these frequently asked questions about OTP Hardware
Tokens.

Activate OTP Hardware Token

To activate your OTP hardware token, click the Activate button_

REEAE T 5
FISNDT 7B ANEKFE I D L, [MyAccount] D ¥ 7T [Manage Certificates] DX 7% {5 Z &N T
TET,

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
hd

Download Certificates

*Passcode:

Helpful Tips:

+ Make sure your system meets the requirements for downloading certificates
o Enter your entire 16 digit Passcode including hyphens (-). Avoid extra spaces

« If you are installing your certificates on a token, you MUST run the system check to ensure there is enough room on your token to download additional
certificates

¢ Need additional help? Refer Online Help for FIS

« See an error on this page? Find out more.

+ [f your Passcode is lost or compromised, you must reapply for FIS Certificates

Note: Once you reapply, your request will go through the approval process and you will receive an email notification regarding next steps.
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In certain situations, the FIS user may not obtain some or all of the permissions needed to download and
install the Exostar ActiveX XEnrollPlus control via a web browser. To handle these situations, system
administrators can use a Microsoft installer-based package (MSI), to install the Exostar ActiveX control.
There are three versions of the installer currently available:

1. One for Windows 2000 platforms

2. One for Windows XP

3. One for Windows Vista.

In addition, Exostar has a system check functionality, which allows you to review the issues with the
certificate download process. Complete a system check prior to downloading your certificates.

Download Certificates — Basic Level of Assurance (ldentity)
Pre-requisites for downloading the certificates:

* Received 16-digit passcode from Exostar via email
* Reviewed the system and certificate download requirements document

To download the certificates you are approved for:
1. Go to the My Account tab, and click on the Manage Certificates tab.

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions I Manage Certificates I Manage OTP

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
hd

Download Certificates

*Passcode:

2. Enter the passcode you received via email from Exostar, and click Submit.

Note: The passcode is a 16-digit number separated by hyphens; for example: 1234-5678-1234-5678. You
must enter all the characters, including hyphens (or leave the hyphens out completely). The passcode is
NOT the same as your MAG log-in password.

3. Download your certificates. If your passcode is correct, you will see the certificate listed with a status.
The system will automatically select the certificate to download.

Note: You are only able to see the Download Certificates sub-tab under Manage Certificates, when you
have an approved FIS request pending certificate download. If no certificates are available for download,
you cannot view this sub-tab.

4. After the certificate is successfully downloaded, you will see a confirmation message on your screen.

Note: Refer to the FAQ section for Federated Identity Service on www.myexostar.com for information on
any errors encountered while downloading the certificates.
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B DARPLIZ BN T, FIS—H LY = 77 T 7% TExostar®ActiveX XEnrollPlus =2 > h 7 — /L& X7 1 —
R, A VA=A TDTOICMBERTATON O XIFETEF > TWRWEARHV T, Z0kH7%k
RPN KA B 7=, AT LEFLE [IMicrosoftf ' A b —TF « X—Z « X r— (MSI) 2L T
Exostar ActiveX=2> h a2 —)LZ A VA Rh—)LT A2 LN TEET, BIE, 30O —a DAV A N—T
DRI FTRE T,

Windows 200077 » K 7 4 — A

2. Windows XP

3. Windows Vista.

=

Fl2. ExostarlZIZT AT AF = v VRN H DT, 22— PITREAES Vo — FRiE 2B T 58 %
WRTDIENTEET, iEAFELF V0 — N ORIV AT LT = v 7 24T o TS EEWY,

REAEAE X T u— 95 — FEARLRIE L~ (Identity)
SEAEX T o — ROLM:
e Exostar/»H A —)LTLI6HTD /XA a— K& 1 TH->TWnWAZ &
o VAT AEMBIOSEHEY Y0 — FEADO RXa AV M2 lERBATHDH L

KRBEINTZAEAEEZ XY T v a— KT 5121, LTOFRIRIZHES TS 7E S0,
1. [MyAccount] % 77 %5 [Manage Certificates| ¥ 7% 7 U v 795,

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions I Manage Certificates I Manage OTP

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
hd

Download Certificates

*Passcode:

[ Submir " Reset |
2. Exostar/H A— /LTI -72/"Aa— K& AL, [submit] #7V v 735,

H N2 T = RignAg 7 TRUIL R 7216 O T T3 (F © 1234-5678-1234-5678) . A 7 U & F
DT NTOETESLFTANLTIEZESY (b LIE, A T EZERITHENPLTIIZE) o /N A
a— NIEMAGHE 7 A VR AT — RE TRV 5,

3. AMEA X T E— KT 5, SRa— RRELFHIE, SEHELZTF—Z 2D A MRERIND,
Aron— RENDEHEN, VAT AL THBTRIREN S,

£ : Manage Certificates| % 7 @ [Download Certificates] V7 % 7|, FISHIENKR I, RE DUV
2— ROFEAENH DGEICORFRINET, ¥ U rr— RARERIEHENRWGE, 2074
TIERRINET A,

4. FERAEOX Y w— Rk, WiEICHRA v E—VRERIND,

B GEHEXY Y — RRRCRAT 227 —I12B L CTiE, www.myexostar.com T [Federated Identity
Service]| @ [FAQ) &7 v a V2SR ITEE 0,
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Download Certificates — Basic Level of Assurance (SecureEmail)
Pre-requisites for downloading the certificates:

* Received 16-digit passcode from Exostar via email
* Reviewed the system and certificate download requirements document

To download your certificates:
1. Go to the My Account tab, and click the Manage Certificates tab.

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions I Manage Certificates I Manage OTP

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
hd

Download Certificates

*Passcode:

S| et

2. Enter the passcode you received via email from Exostar, and click Submit.

Note: The passcode is a 16-digit number separated by hyphens; for example: 1234-5678-1234-5678. You
must enter all the characters, including hyphens (or leave the hyphens out completely). The passcode is
NOT the same as your MAG log-in password.

3. Download your certificates. If your passcode is correct, you will see the list of certificates you can
download. The system will automatically select all of them for download.

Download Certificates
i

Please wait until the process of obtaining certificates is finished

Download Certificates

(£ o Exostar FIS SecEmail Basic Software Identity Certificate V2
Certificate request is generated

[ Exostar FIS SecEmail Basic Software Signature Certificate V2
Certificate request is generated

™ Exostar FIS SecEmail Basic Software Encryption Certificate V2
Verified and ready

4. Click the OK button to archive your encryption key and enable keyrecovery.

Message from webpage i x|

- The system is about to archive your encryplion key to enable key
l L recovery a5 required by the Certificate Policy
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FREEEZ X T oa— R 5 — FEARLKRGE L~ (SecureEmail)
FEAEA T n— RO
*  Exostar2>H A — /L TLI6HTD/NA T — REZZIFHR->TWNWH Z &
o VAT LAEMBIOHERAELS Y U a— FEHEO FX a2 X 2 MRl H» Thd &

REEA X T e — R 5121, LFOFIEICES TS EEI 0,
1. [MyAccount] % 75 [Manage Certificates| ¥ 7% 7 U v 735,

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions I Manage Certificates I Manage OTP

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
Ad

Download Certificates

[ Submit |™ Reset |
2. Exostar/»DH A — /L CxITH~7-2/"Aa—RKEZ AL, [Submit] 7 VU v 735,

B XA a— RidonAg 7 TRYISNZ16HT DT T (B : 1234-5678-1234-5678) ., /A 7 L G
DT RTCOBETESLTAIILTLEZEEIWN (L LT, "M 7 U EREBITHENLTLIEEN) , R
a— RIEMAG 7 A VR AT — R L3 RBA Y $9,

3. ftAEEZ Y Y r—RT 5, NAa— FBRELTHEL, 7 re— RAgERitED U 2 R RRR
INb, TARTCOIMAZEEZFY Y o n— RT5 X ICHBEITERIND,

Download Certificates
i

Please wait until the process of abtaining certificates is finished

Download Certificates
(£ I Exostar FIS SecEmail Basic Software Identity Certificate V2
Certificate request is generated

[ Exostar FIS SecEmail Basic Software Signature Certificate V2
Certificate request is generated

EFE Exostar FIS SecEmail Basic Software Encryption Certificate V2
Verified and ready.

4. TOK) REZ %0 Vw7 L, BE#E2T— A7 L TEHOETLEZANTT 5,
[Message fromwebpage x|

g The systemis about to archive your encryption key to enable key
2 l; recovery as required by the Certificate Policy
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Note: This activity allows Exostar to archive the encryption key for recovery at a later time. Refer to the
Recover Encryption Keys section for details.

5. Complete the certificate download. The system presents the download status at each step.

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Cerificates
a4

All certificate requests have been crealed. Please wail for the submitting process...

Download Certificates

[¥ Exostar FIS SecEmail Basic Software Identity Certificate V2
Certifi request is g d

[7 Exostar FIS SecEmail Basic Software Signature Certificate V2
Certificate request is generated

E 7 Exostar FIS SecEmail Basic Software Encryption Certificate V2
Centificate request is generated

74

Download Cerlificates View Cerificates Recover Encryplion Keys Revoke Certificates Renew Certificates
a4

All certificates have been installed successiully
Select Certificates
[¥ Exostar FIS SecEmail Basic Software Identity Certificate V2
Certificate is installed

[7 Exostar FIS SecEmail Basic Software Signature Certificate V2
Certificate is installed

[7 Exostar FIS SecEmail Basic Software Encryption Cerificate V2
Certificate is installed

6. Once the download is complete, you will receive the following message screen:

Note: Refer to the FAQ section for Federated Identity Service on http://www.myexostar.com/fis.aspx for
information on any errors encountered while downloading.

Download Certificates — Medium Level of Assurance (Software)
Pre-requisites for downloading the certificates:
* Completed in-person proofing. For more information click here.
* Received 16-digit passcode from the proofer. If you lose this passcode, you are required to complete
a reproofing purchase, and go through the in-person proofing process again.
* Reviewed the system and certificate download requirements document.

To download the certificates you are approved for:
1. Go to the My Account tab, and click the Manage Certificates tab.

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions I Manage Certificates I Manage OTP

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
hd

Download Certificates

*Passcode:
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ZOEEIZ L o T, Exostarliff 58t A 7T — A 7 L, BIETLTAZLENTEALLH1TR0 9,

FEAIE. TR RREEITTS) B a a2,

5. iEAEOX Y a— REETT 5, ¥ Urr— RRWOBEERFRIND,

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Cerificates
nd

All certificate requests have been creatled Please wail for the submitting process...

Download Certificates
E ™ Exostar FIS SecEmail Basic Software Identity Certificate V2
Certificate request is generated

E 7 Exostar FIS SecEmail Sasic Software Signature Certificate V2
Certificate request is generated

[7 Exostar FIS SecEmail Basic Software Encryption Cettificate V2
Certificate request is generated

74

Download Cerfificates View Certificates Recover Encryplion Keys Revoke Certificates Renew Certificates
a4

All certificates have been installed successiully

Select Certificates
E 7 Exostar FIS SecEmail Basic Software Identity Certificate V2
Certificate is installed

[7 Exostar FIS SecEmail Basic Software Signature Certificate V2
Certificate is installed

E 7 Exostar FIS SecEmail Basic Software Encryption Certificate V2
Centificate is installed

6. XU un—RBRETTDHE, Avb—VHENRERIND,

F: Ao — RERCRAT AT —|CBI L TiE. http://www.myexostar.com/fis.aspx C [ Federated
Identity Service] @ [FAQ] &7 2 a v TZ X0,

FEAEEZ X T o a— K75 — FERGE L~ (Software)
AEHEX T o — RO
o XMEMFENTETLTWDHZ &, FEMIIZDLE27 Y v 7 LTLEIN,

o WFEAN (F—T 7 —) MBIMHIDO/NAa— REZITH->TWAZ &, RRAa— Rk L5

FIREEA 7~ 5 ZREA L, FEHRIEE % 5 RERH Y £7,
VAT BB K OGNS S Y v m = RO R oA AR S TH S 2 L

KRB EINTFEHEE X Y o a— R 51203, LFOFIRICHE S T ZEE W,
1. [MyAccount] % 7 )5 [Manage Certificates] ¥ 7% 7 U v 735,
e

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions I Manage Certificates I Manage OTP

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
Ad

Download Certificates

*Passcode:

T
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2. Enter the passcode provided to you by your proofing agent during your in-person proofing
appointment. This passcode is only valid after you receive an FIS approval email from Exostar.

Note: The passcode is a 16-digit number separated by hyphens; for example: 1234-5678-1234-5678. You
must enter all the characters, including hyphens (or leave the hyphens out completely). The passcode is
NOT the same as your MAG log-in password.

3. Archive the encryption key. If your passcode is correct, you will see the list of certificates you can
download. The system will automatically select all of them for download. Click the OK button to
archive your encryption key, and enable key recovery.

Message from webpage 3 x|

- The system is about to archive your encryplion key to enable key
! L recovery as required by the Certificate Policy

Note: This activity allows Exostar to archive the encryption key for recovery at a later time. Refer to the
Recover Encryption Keys section for details.

4. Enable Strong Protection. Click on Set Security Level, and then set the security level to High.
x|

An appication i creating a Protected item

N

CryptedPl Prvate Key

Securty fevel 22 to Medium Set Secuity Level... l
I 0K | Cencel | Deie. ]I

Note: Exostar strongly recommends you enable strong protection for your MLOA certificates, unless
there are corporate policies against doing so.

5. By default, the Medium option is already selected. Change this to High and click Next.
[Grovseosecmytes X

Choose a security kevel appropnate for this ibem

= High [k
Request my permession with a password when this
item s to be used

" Medum
Request my pecmission sen this 3em is to be used,

S, | hext > I Cancel
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2. REMFERFIZHREEN (v —77—) otz \Aa— K2 ANT 5, ZOX2a— R,
Exostar/ HFISHGE A — /L& A5 LIt BHENTIR 5,

H XX a— RiEng 7o CRUIGNT-16H7 05T T3 (f] : 1234-5678-1234-5678) , /A 7 U &5
DT RTOBTEMLTATILTLLEIN (L LT, "A 7 U EERIZHENPLTLLIEEN) , /XA
a— RIEIMAGR 7 A VR A T — R L3RR 93,

3. WE@AE T — WA 7T 5H, NAI—FBRELTIUL, ¥V rr— RARRGEHED Y 2 FRERRS
o, TXRTCOIHELZL YV yr— T2 X9 ICHBHTRIRSND, oK) RZ %2270 v 7 L,
a7 — A 7 L CHROEITE AT D,

Message from webpage B

x|

The system is about ko archive your encryplion key to enable key
L recovery as required by the Certificate Policy

& ZOEEIZ X - T, ExostarlIiF 5#EA2 7 — A 7L, BIETTDHZIENTEL LD £9,
T, (R ERREEIT TS B a2,

4, BRAIMREEFHNITDH, ISetSecuritylevel] 7 VU v 27 L, X =2U 7 4 L% [High] |
ET D,

= =L
—pX

Creating a new RSA exchange key _)_(j

An appication i creating a Protected item

CryptedPl Private Key

Securky level s2 to Medium Set Secuity Level.. I
| o | ol | oear. ]

¥ : Exostarid, MLOAGERIZEIZXT L T BRIRED A ML Z M HELRE L TET, 72720, BERY &
—IZH LTV AEEITZDRY TIEH Y 8 A,

5. 7 74V P ETIE Medium] 473 3 URRIRENTWSHDOT lHigh) IZZFE L, [Next] %
VA A R

Choose a Security Level

X

Choose a security evel appropnate for this item:

= High %
Request my permession with a password when this
item s to be used.

" Medum
Request my perrrission when this em is to be used.

ch [hews | Cancel
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6. Provide a password for this certificate. Please note you will need to provide this password each time
you use your certificate.

S S =

Create a Password = Xl

Create 3 password to protect thes tem.

Create 2 new password for this item

Passwordfee:  [CyptadFi Frivate Key

Password: |
Confirm:

<Back | Fneh | Concel |

7. The system now displays the new security level. Click OK.

Creating a new RSA exchange key W x|

An appication i creating a Protected item.

CryptadPl Private Key

Secunty fevel s2t to High Set Secuity Lavel
[ ok | coxe | oetas. |

8. Download the certificates. The system will prompt you for the password set in step 6, to download
the certificates. Once you enter the password and click OK.

Exporting your private exchange key » )_(_j

An application i requesting access to a Protected item.

Password for:

CryptodP| Private Key |

™ Remember password

[ ok ] concel | oDetas. |

9. Once the download is complete, you will receive the following message screen:

Download Certificates

Certificate Installation Completed Successfully
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6.

7. FILnvkeEX T 4 LR EIRIND,

AEAEEZ YV n— T 5,
Do NAT—=FREATIL,

9. FUuLru—RRETTLHE,

ZOHAEDNRAT— REHRET S,

HAEERFERHTAEIZZONRAT— ROANBRKD LN,

Create a Password = _’Sj

Create 3 password to protect thés Rem.

Creste 2 new password for this item
Possword et [CortonPi Fivaskey
Password: |
Confirm I
<Back | Finish | Cancel |

oK) #27 VU v 75,
|

An appication i creating a Protected item.

CrypladPl Private Key

Securty level s22 to High

[ o 1

Set Secuity Level ..

Cancel |  Detois. |

SEHEO X 7 om— RiZiL, FIE6TRE LIZ/SA T — KRR b
(OK] #7271V v 735,

Exporting your private exchange key 9

An applcation is requesting access to a Protected item.

X}

Password for:
CryptodP| Privats Key

P

™ Remember password

[ ok ] cowel | oDetas. |

UTOAy—VlENRFRISND,

Download Certificates

Certificate Installation Completed Successfully
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Note: Refer to the FAQ section for Federated Identity Service on http://www.myexostar.com/fis.aspx for
information on any errors encountered during the download process.

Download Certificates — Medium Level of Assurance (Hardware)
To download the MLOA hardware certificates, you should complete the following tasks:

Acquire the appropriate token. Exostar ships your token via FedEx once you have scheduled your in-
person proofing appointment. If you haven’t received your token, reach out to Customer Support.
Install the token PKI Client middleware on your machine. Contact your token vendor for appropriate
information, or your IT Support for organization specificinformation.

Complete a system check to ensure you are able to download the certificates:
http://www.myexostar.com/systemcheck

Initialize the token in FIPS 140-2 mode. For more information on how to check for FIPS mode, refer to
the Hardware Token FIPS Mode Review section for details.

Ensure you have been provided the initial token password to enable you to complete token
installation. Contact your vendor to receive the initial password. You are required to enter a password
for this token during the certificate download process.

Complete the in-person proofing process. For more information, click here.

Receive the 16-digit passcode from the proofing agent at the end of your in-person proofing
appointment. Note if you lose this passcode, you are required to complete a reproofing purchase, and
go through the in-person proofing process again.

Hardware Token FIPS Mode Review

Exostar’s Medium Level of Assurance Hardware (MLOA) digital certificates are 2048 FIPS 140-2 compliant. To
ensure the tokens also comply with the FIPS 140-2 compliance, review the token information.

Note: You must review this information BEFORE downloading the digital certificates.

1.

If you completed the initial password change process for your token, plug the token into your USB
drive. The following screen is presented to you for the Aladdin eToken PRO (72K) Java.

i aaa|

|
It

@ O i ? %

- ’ eToken PRO —
\= % Rename eToken
|;_%ﬁ| Change eToken Password

Unlack eToken

'/ Clear eToken

iz

O view efoken Info

Disconnect eToken Yirtual

Aladdin
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H Ao — RFCRAT AT —|ZB L TIE. http://www.myexostar.com/fis.aspx C [ Federated
Identity Service] @ [FAQ] &7 L a LML 7ZE W,

REEAE X T v u— K95 — HERFE L /L (Hardware)
MLOAN— R = TEEAEZ X U v a— RT5I121F, LFOFZ AT EZ5ET L TWDHLENRH Y £7°,

o WM h—2 U ERIST D, XHERAEND TR SILD & ExostaridFedEx T h—727 U ZBE L £,
FN—2 U EZ TR T RWESE, BAZ~v—FKR— hETBHWEbELZIN,

e AUVE2—H|IZFh—2UPKIClient RV T =T %A A M—1T 5, nEbEIEh—27 X4
—IZ, MEEA OBFHRICEA L UITH AR — MZBRWE DL ZE N,

o FEAEFEEAZF VL — R TCELDMERT DDV AT AT v 7 %5179,
http://www.myexostar.com/systemcheck

e FIPS140-2%F— R Ch—7 &2 0L 5, FIPSE— RZ2MRT 2 HECELTE In—Fu=7T b
—7 VDFIPS Mode ZFER T 5] 7 v a vy 22 TE3 0,

e I DA LVAN—NEFETTHEOD N—27 VPIHIRAT — REZITID, N —ZHkg L,
WA NRAT — RE2ZITR-TLEEW, GEAFEFY Vo n— RRZZD h—27 U O/NA T — R AJ)
THLIORDOLNET,

o XMEMIEZSE T T 5, sbfliZZ b2 7V v 7 LTLEENY,

o MTAMGEDOKE THRAZEFH I N AMREANDLIHTD/XA 2 — REZ TS, A a— Remk Lz
By BREA 7 2 a VAEA L, BENERREZ T2 NERH Y £3,

IN— R =7 h—27 L DFIPS Mode & 84 %

Exostar® F{£EE L~/ (MLOA : Medium Level of Assurance Hardware) 7 % JLEERHZE (32048 FIPS 140-2|C
HEPLL CTWET, b—27 B FEERICFIPS 14021 2ERL L TWD Z & 2R T 67201, b—27 » DIEH & il
ML TLEEN,

E: ZOERIT, TUXNGERAEE XY 0 — T 5 L DENTHERL T ZEN,

1. =7 DR AT — REEFH, USBR T AN h—27 % A4 %, Aladdin eToken PRO (72K)
JavaTlZ., U TOEmBPERIND,

CE)|

éToken

g emoken RO
Rename eToken

Q
Change eToken Password

Unlack eToken

i ::_:__9 Clear eToken
o Miew eToken Info

Disconnect eToken Virtual

Aladdin
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Note: Your view of the screenshots may differ from this guide. This is due to the token settings specific to
your organization.

2. Click on View eToken Info to display the token details.

O View eToken Info

3. Scroll through the list, and search for FIPS Mode and Supported Key Size under the Name column. In
the screenshot below, the token does not display information on FIPS Mode. At this time, you must
follow the steps below to initialize your token in the FIPS Mode.

= eToken Info: eToken PRO Java [5_<|
1
eToken Information eTOke n
| hiame : gToken PRO Java

eToken category Hardware
Reader name aks ifdh 0
Serial number 0x0046303c
Takal memary capacity Fares
eToken card free space 30906
Hardware version 4.29
Firrnware version T
Card ID 00 46 30 3c
Froduct name eToken PRO Java 72K 05755
Model Token 4.29.1,1 0.0.0
Card Type Java Card
05 version eToken Java Applet 1.1.25

L =1
Supported key size 2043

ora i

User password retries remaining 15
Maximurn user password retries 15
Adminiskratar password Absent

Note: Make sure the Supported Key size is 2048 (shown above).

Note: Any certificates on the token are invalid for FIPS 14-compliance. If you already have certificates
installed on the tokens, you will need to re-initialize the token.

Hardware Token FIPS Mode Initialization
1. Click eToken Pro Java.

eTo‘kEe n

£5
B
=
S
gl

. eToken PRO Java
\’ '&?ﬁ Rename eToken

L
E}EE Change eToken Password

Unlock eToken
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==

H: b= ORE
DA NHY T,

2.

BRI CEAE R LD TH LT, BEEOA 7 ) —r gy NEEIIATA LR

N—27 DM AEFTRTH7-D [VieweTokenlInfo| #7 VJ v 735,

O View eToken Info

3.

JAR&2AZ7m—)L LT [Name] #T [FIPSMode] & [SupportedKeySize] % 72175, LLFD

27V —rvgay BT, b—272® TFIPS Mode| I[ZBT AIEMMBERIN TRV, ZOHRA.
LFOFNEIC > T h—2 % [FIPSMode] THIHLT 5,

= eToken Info: eToken PRO Java

eToken Information

Efiame { eToken PRO Java
eToken category Hardware
Reader name AkS ifdh 0
Serial number 0:x0046303c
Tokal memory capaciy 73728
eToken card free space 30906
Hardware wersion 4,29
Firrmware wersion T
Card ID 0045 30 3c
Product: name eToken PRO Java 72K 05755
Model Token 4.29.1.1 0.0.0
Card Type Java Card
05 version eToken Java applet 1.1.25
] =1
Supported key size 2045
e e wesm—l

Maximurn user password retries
Administrator passwaord

User password retries remaining

15
15
Absent

3
eToken

bE

[Supported Key size] 732048 CToh D Z L iR L TL 72 & W (EFEEH) |

o FIPS 14ICHERLT HIZHT- > T, h—7 M SN TZFEBAEIIER)TY, T CIZFEHENS h—7 2
A LVAPR=ILENTWDEEHAE, b—7  E2FUH LTI,

IN—= R =T h—7 L DOFIPSE— FZHH+ 5
1. leTokenProlaval 7 VU v 7 4%,

pertie:

eTok

e

cn

\’ eToken PRO Java

Rename eToken

=t

Change eToken Password

Unlock eToken
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2. Select the Initialize eToken icon to display the initialize screen.

= eToken PKI Client Properties

éToken

BRI AR R

Tarme
eToken category

¥
|

2]

7

) eTaken PRO Java
(= &Token PKI Client

Hardware
|_:| ’“‘ Toksm Rader name AKS ifdh 0
= = ‘eToken PR Java Serial number 0x0046303C
T SETTg Total memory caparity 73728
b ¥ eToken PKI Client Settings eToken card free space 32767

3. Click the Advance View icon on the PKI Client. . If this button is unavailable, contact your IT
Administrator or FISA for additional information on how to set-up the token in the FIPS mode.

= Initialize eToken &|

eToken Initialization Parameters

eToken Mame: |eTDken| ‘

Create User Password: Set maximum number of logon Failures: u

[] create Administrator Password: l:l
Set maximurn number of logon Failures:

Mote: Use the administrator password ko unlock the taken,

Additional Settings

changed on first logon

Advanced

Start | ‘ Close

4, Check the box for FIPS mode, to set-up the FIS mode for the token. Click OK to complete the change.

= Advanced Settings &‘

eToken Advanced Settings

3,65 compatible mode Private data caching mode

Save password policy on eToken |"\|W5$‘5 (Fastest) v
FIPS mode RS54 key secondary authentication mode
One-factor logon |Never

Load 2048-bit RSA key suppart [] Manually set number of reserved RSA keys

[ Load OTP support |D | |1024’hit keys |

hange Initialization
Key

oK | | Cancel
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2. [llnitialize eToken] 7 A = ZEIR L, #HLEIE %2 ForT 5,

éToken

@ O i ?

E!lﬂ B O 2 8 5| B oE =

Mame
eToken category

[

eToken PRO Java
(=t &Token PKI Client

Hardware
5 Q‘ Tokany Rgader name AKS ifdh 0
I =- = eTaoken PRO Java Sérial number 0x0046303C
e SEEHgE Total memary capacity 73728
-g— eToken PKI Client Settings eToken card free space 32787

3. PKIZ A7 FT [AdvanceView] 714 a2 %7 ) v 735, ZORZUMPMEHTER20WEA. b
— 7 DFIPSTE— R EFIEICET 2 IHRZITEEE £ 7 IZRSAIZH WA bE 5,

= Initialize eToken &l

eToken Initialization Parameters

eToken Mame: |eTDken| ‘

Create User Password: Set maximurn number of logon Failures: m

[] create Administrator Password: l:l
Set maximurn number of logon Failures:

Mote: Use the administrator password ko unlock the taken,

Additional Settings

changed on first logon

Advanced

Start | ‘ Close

4. [FIPSmode] DR v 7 R ZF = vV & A, b—27 DFIPSE— RERET D,

oK) #27 VU w7
L., BHET 5,

(=% Advanced Settings [g\
eToken Advanced Settings

3.65 compatible mode Private data caching mode

Save password policy on eToken |""|W5$‘5 (Fastest) v
FIPS mode RS54 key secondary authentication mode
Cne-factor logon |Never

Load 20458-bit RSA key support [] Manually set number of reserved RSA keys

[ Load OTP support |D | |1024'|Jit keys |

Change Initialization
Kevy

oK | | Cancel
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5. Onthe Initialize eToken screen, click Start. The following screen is presented. Select OK to start token

initialization.

== Initialize eToken

eToken Initialization Parameters

eToken Name: |ETﬂan| |

[[] Create Administratar Password: l:l

Mote: Use the administrator password to unlock the token.

Additional Settings

Password must be changed on first logon

Advanced

Create User Passwaord: Set maximum number of logon Faiures: u

Sek maximum number of logon Failures:

Close |

| Start !

= eToken Initialization

eTaken was initialized sucressfully

= About to Initialize eToken

This aperation will delete all eTaken content.

7. Click OK, and go back to the PKI Client main screen. Select View eToken Info. The FIPS Mode will

appear as shown below.

O Yiew eToken Info

= eToken Info: eToken

Manne

eToken category

Reader name

Serial number

Total memary capacity

eToken card free space
Hardware wersion

Firmware version

Card ID

Product narme

Mode!

Card Type

OS5 version

Calar

Supported key size

User password

User password retries remaining
IMaximum user password retries
Administrator password

eToken Information

: eToken

Hardware

agsifdh o

Q00483030

73725

32767

4.29

HfA

00 46 30 3c

eToken PRO Java 72K OS7ES
Token 4,29.1.1 0,00
Java Card

eToken Java Applet 1,1,25
Elue

2045

Present

15

15

Absent

IPS

Yes |

1
selpkes |

Copy o Clipboard ‘ ‘ (a4
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5. [Initialize eToken| HE[fi T [Start] #27 Vv 735, LTOWENIFERINDIDOT, 0K ZER
L., =270tz RiaT 5,

= Initialize eToken &l

eToken Initialization Parameters

eToken Mame: |eToken| |

Create User Password: Set maximum number of logon Failures: | 15 =

[[] Create Administrator Password: l:l
Sek maximum number of logon Failures:

Mate: Use the administrator password to unlock the boken.

= About to Initialize eToken

Additional Settings

d be changed on first | This operation wil delete all eToken content,
| Password must be changed on first logon

 advanced

| Start. ! ) Close |

F=27 Y OUHUERZETTH L UTDOA v E—URERRIND,

=2 eToken Initialization

eToken was initialized successfully

(X

oK) 227 Vw27 L, PKIZTFAT YV MDAAL HHIZRED,
FIPSE— RIZLLTFTO XL 5T ENn5,

[View eToken Info| ZER T 5,

O View eToken Info

= eToken Info: eToken

A
eToken Information . »@:@\:kh?&i
Marne i eToken
=Token category Hardware
Reader name ARsSifdh 0
Serial number 0x0046303c
Total memary capacity 73728
eToken card free space 32767
Hardware version 4,29
Fitrware version A
Card ID 00 46 30 3c
Productk name eToken PRO Java 72K 05755
Model Token 4.29.1.1 0.0.0
Card Type Java Card
05 wersion eToken Java Applet 1.1.25
Color Blue
Supported key size 2048
User password Present
User password retries remaining 15
Maximurm user passward retries 15
Administrator password Absent
IP5 ves |
Copy ko Clipboard ‘ ‘ (a4
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Downloading certificates to your token

Before you begin downloading your certificates, you should install the PKI Client on your computer, as well
as change the initial password of your token. Once you have completed this, please follow the steps below:

1. Plugthe token into your USB drive, and make sure you are logged into your MAG user account.

2. To download the certificates you were approved for, go to the My Account tab and then click the
Manage Certificates tab.

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions ||Manage Cer‘tiﬁcateél

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
hd

Download Certificates

Note: You will only see the Download Certificates sub-tab under the Manage Certificates tab, when you
have an approved FIS request pending certificate download. If no certificates are available for download,
this sub-tab will not appear.

3. Enter your 16-digit passcode. At the time of in-person proofing appointment, the proofer provided
you a passcode. This passcode is only valid after you receive a packet approval email from Exostar.

Note: The passcode is a 16-digit number separated by hyphens, for example: 1234-5678-1234-5678.
You must enter all characters, including the hyphens, OR leave the hyphens out completely. The
passcode is NOT the same as your MAG log-in password.

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates |

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
hd

Download Certificates

*Passcode:

4. If your passcode is correct, you will see a list of certificates to download. The system will
automatically select all of them for download. Once selected, you are prompted to enter the
hardware token password.

Enter the token password and click OK.
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h—2 NNGEHEE X T o a— T 5
FEHEO X T o — REBIRT 5, 20 B a—XIPKIZ FA TV " ae A VA =35 LB, b
— 7 VDY A T — REEF LTSN, &T#%., UTOFIEIZHES> T &N,

1. h—27 2 ZUSBRIANRNHEAL, MAGD=Z—HW « 7 hH v Mua sl A 35,

2. ARBRINZIEAEEZ X U 0 — 9 5121L. MyAccount] % 775 [Manage Certificates |
B ThT Vv IT D,

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions ||Manage Ceniﬁcategl

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
hd

Download Certificates

% : [Manage Certificates| ¥ 7' @ [Download Certificates| V7 % 7%, FISHiENKR S, RE T
H— ROGEAEND D25 EICDAFTRINET, ¥V rn— NaRRGEHEN WS, o7 X
TIEFERRINERA,

3. 161D Ra— RE AT 5D, /XA 32— NERERGERHICHRIEAN (Fv—7 7 —) ot b,
ZD/RAa— R, Exostar /37w R A — WV ESZE LT HH NI D,

H XX a— RiEng 7o TR GNTZ16M10E T T3 (6 : 1234-5678-1234-5678) , /A 7 U & &
DT RTCOBTENLTATILTLEZWN (L LT, A 70 EZERHENPLTLLEEN) , /XA
O— RIEIMAG 7 A VAN A T — R L 38R 3,

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates |

Download Certificates View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates
hd

Download Certificates

*Passcode:

T

4, NRAa— RFPRELITNR, U rm— RaREREHED U X RFRREND, T XTOFEHEZ X
voua—RKT5L)  HEIC®BIREND, #BRE, "~ FRU=zT7 b= DORXATU—RREANTH X
RO B D,
fN—=27 2 DRRAT—FKEANL, TOK] 27U v 735,
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‘ Log on to eToken eTOterl‘

Enter eToken passward

afoken Name: | eToken PRO |

Password: |ouunnu |

O ‘ | Cancel

5. Click OK. Certificates are created and archived.

CETONCELES T REYORE T ETONCATES

rWindm Internet Explorer

' E The system is about ko archive your encryption key to enable key recovery as required by the Certificate Policy

[ All certficate requasts have been created. We wait for the submitting process...

Exostar FIS Medium Hardware Encryption Certificate
Certificate request is generated

Exostar FIS Medium Hardware Signature Certificate
Certificate request is generated

Exostar FIS Medium Hardware Identity Certificate
Certificate request is generated

Note: This activity allows Exostar to archive the encryption key for recovery at a later time. Refer to the
Recover Encryption Keys section for details.

6. Once the archiving process is complete, click OK to complete the installationprocess.

i=* eToken Certificate Import

- ) A new certificate was added to the certificate store, Click OK to add this certificate to

1 eToken,

[a]4 J[ Cancel ]

7. You are prompted again for your token password. Enter your password, and click OK to import the

certificates to your token.

=% Log on: eToken PRO £|
‘ Log on to eToken eToten
Enter eToken password
elokenMame: | eToken PRO |
Password: |
o
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U teemenen | ¢Token

Enter eToken passward

afoken Name: | eToken PRO |

Password: |ouunnu |

O ‘ | Cancel

5. oK) #2074 5, &%i#@& T—hATEND,

ERCEIOCATES T REYIEE T ETTICATE =

rw’lndm Internet Explorer

: ' : The system is about to archive your encryption key to enable key recovery as required by the Certificate Policy

All certficate requasts have been created. We wait for the submitting process...

Exostar FIS Medium Hardware Encryption Certificate
Certificate request is generated

Exostar FIS Medium Hardware Signature Certificate
Certificate request is generated

Exostar FIS Medium Hardware Identity Certificate
Certificate request is generated

ZOEMEIZ L 5 T, ExostarlIfE 452 7T — A 7L, BICETLTAZLENTXDH LR T,

PEAE. (RBREEIT TS B v a v EBRITEE N,

6. 7T—HATHRHENKET LIS, TOK] 227 U v 7 LTA A M=V ZETT 5,

i= eToken Certificate Import

i) A new certificate was added to the certificate store, Click OF to add this certificate to

eToken.

[a]4 I[ Cancel J

7. =2 DAY= KREANTDHLEIICHERD NS, GEHELZ F—27 A VAR —FT5729D
INAT—REANL, TOK] #7V v 735,

=¥ Log on: eToken PRO ‘Z|

‘ Log on to eToken eToter[

Enter eToken password

efoken Mame: | eToken PRO |

Password: | |

-
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8. Click OK to complete the process.

= eToken Certificate Import

i ] The certificate was successhully imported into eToken,

Note: Refer to the FAQ section for Federated Identity Service on http://www.myexostar.com/fis.aspx for
information on any download errors.

View Certificates (MAG)

After you successfully download your FIS certificates, you are able to view the certificates, and their details,
under the View Certificates sub-tab.

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
hd

Certificates

You have the following valid FIS certificates. Instructions on: How to Backup Your Software Certificates.

Certificate Template Subject DN ‘;‘::?o'g Valid From Valid To Serial Number
Exostar FIS Basic Software Identity CN=Teresa Cambetes_0292(Blidentity), O=Exostar LLC, DC=fis, 15 Jan, 2013 12:17 | 15 Jan, 2014 12:17
Certificate V2 DC=evincible, DC=com Lxear PM EST PM EST Se00000000atb0

View Certificates (eToken — for MLOA hardware)

1. Afterinstalling the certificates, open the token client. The following screenshots depict the
information specific to Aladdin eToken Pro 72 Ktoken.

2. Click on the advanced view (highlighted above).

\’ eToken PRO. .
Rename eToken
i Iﬁl Change eToken Password

b‘j’“\ Unlack eToken

i ",9 Clear eToken
' o View eToken Info
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8 oK #7 Vv /s L, WWHAE5ETT 5,

= eToken Certificate Import

i ( i) The certificate was successfully imported into eToken,

‘
I

H: X ryra— RO 7 —|ZB L CTiX, http://www.myexostar.com/fis.aspx C [Federated Identity Service]
O TFAQ) BZ7 v a v EBRIEEN,

AEHEEZFRRT S (MAG)
FISGEFAEZED A v oo — R, SEHE LS Z 0% [View Certificates] V7 % 7 CHRAHAZ LT £,

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply

Ad

Certificates

You have the following valid FIS certificates. Instructions on: How to Backup Your Software Certificates.

Certificate Template Subject DN ‘;:Im Valid From Valid To Serial Number
Exostar FIS Basic Software Identity CN=Teresa Cambetes_0292(Bldentity), O=Exostar LLC, DC=fis, 15 Jan, 2013 12:17 | 15 Jan, 2014 12:17
Certificate V2 DC=evincible, DC=com B PM ‘ 30000000055

AERHEAZFKIRT 5 (eToken — MLOA hardware)
1. FEHEOA VA N—N%, b= T4 T NERIT D, UTORAZ U —2 a3y M,
[Aladdin eToken Pro 72K] h—7 BT A 1EHRE R LTV D,
2. FMETRE ) v o5 (UUFTHIR oA 2)

‘ = eToken PKI Client Properties

eToken

L §

Rename eToken

g cTokenPRO —d
‘ Bl

1 Change eToken Password

bﬂdﬁ Unlock eToken

I %A, 2y
Y R
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3. Expand the User Certificates by clicking on plus sign (+). You should view the list of all installed
certificates. Click on each certificate to view details.

=2 eToken PKI Client Properties
1
Y & A
@ O 12
B E
5 gToken PET Clisnt Issued To Issued By Expiry Date Purposes
3 &5
E it Takens L"_gj Seema Gupta_70... Exostar FIS UAT Certif... 12(30/2009 Secure Email, Unknown Purposef.
= ; EToken PRO e [5] Seema Gupta_70...  Exostar FIS UAT Certf... 12/30/2003 Client Authentication,Smartcard ...
- rtificates
- = 5] Seema Gupta_70... Exostar FIS UAT Certif... 12/30/2009 Secure Email, Unknown Purpose{.
: %] Seema Gupta...
5] Seema Gupta...
H = 5] Seema Gupka...
.'\ Settings
1F eToken PKI Client Settings

Revoke Certificates

If you suspect one of the following, you should revoke your certificates:
* Loss, compromise or theft of your private key
*  Fraud

There are four ways to revoke your certificates:

1. Yourself: Log-in to your MAG account using your user ID and password, and follow the steps provided
below.

2. Organization Administrator: Your Organization Admin can revoke your certificates at any time.

3. FIS Administrator: Your organization’s designated FIS Admin can revoke your certificates on your
behalf.

4. Exostar Customer Support: If your certificates have been compromised, you can contact Exostar
Customer Support and request certificate revocation.

To revoke your certificates, please follow the steps below:

1. Goto the My Account tab, click the Manage Certificates tab, and then click the Revoke Certificates
tab.

Note: You cannot selectively revoke certificates. This activity will revoke all of your downloaded
certificates.
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3. IR E (+) 27U v Z L., [UserCertificates] ZEHIT 5, £ A =L L7=TXTOFEH
ENEFRIND, il EFRT DL, FitHEEZ 2 Y v 735,

= eToken PKI Client Properties E‘lilgl

¢Token

- eToken PKI Client Issued To Issued By Expiry Date Purposes
pah
E‘ =t kens L__gj Seema Gupta_70... Exostar FIS UAT Certif... 12f30/2009 Secure Email, Unknown Purposef.
= = oken RO 5] Seema Gupta_70... Exostar FI15 UAT Certif... 123002003 Client Authentication,Smarkcard ...
H ser e
= Seema Gupta_70...  Exostar ertif... ecure Email, Unknown Purpose.
':_gj S Gupta_70 Extostar FIS UAT Certif... 12/30/2003 S Email, Urikn P (.

. Seema Gupta

H L_J Seema Gupka...
L_ﬁl Seema Gupta

‘\‘ Sektings

Q eToken FKI Client Settings

AEAE R S5

LTV L D56, AEHEZ RS ELLEN DY £,
o EHEEOKK - fabhil -
o FEHK - FERR

FEE A RN S E DT T DA>DHIERH Y £7,
1. 2—VHE : 2—HIDE AT —RTMAGT IV hMzua AL, LFOFIEIZHE > T IS0,
2. MRREHEE  EUEAMRERS S L ENTEET,
3. FISEHEE | 2 —VFOMBENIEE LIZRASEIE L, 2—FIcfb-o CGEHELZ R SEDLZ LN T
TET,
4. Exostar R ¥ < —HR— b : GEWEOMEIAMENE UGG, Exostar A # v —H A — M L,
AEEDO RN EERTH LM TEET,

AEEL RS E D121, LTOFIRICHES> TS ZE 0,
1. [MyAccount] % 775 [Manage Certificates] % 7. [Revoke Certificates] % 7 DJAIZ 7 V v 7 F
%

B AEHEASBIRL CARIT2Z L3 TEEtA, ZOEEICLVF Y o0 — R LT _RTOGE
BHEN RIS NET,
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Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates I Manage OTP

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
Ad

Certificates

You should revoke your digital certificates immediately if you suspect that any of these conditions has occurred:

o Loss of your private key (For example, you lost your laptop containing your certificates)
o Compromise or theft of your private key
o Fraud

All your FIS certificates will be revoked when you click on "Revoke" below
Validity

Certificate Template Subject DN Period Valid From
Exostar FIS Basic Software CN=Teresa Cambetes_7221(Bldentity), O=Highline Technology Services, 1Year 22 Apr, 2013
Identity Certificate V2 DC=securepass, DC=exostartest, DC=com 02:26 PM EDT

*Revocation Reason:  Cetificate Compromised -
Comments (Maximum A
300 characters):

Valid To Serial Number
22 Apr, 2014
02:26 P EDT 3000100000521

2. Click the Revoke button to revoke ALL of your FIS certificates. The following screen is presented:

Message from webpage

(0» Are you sure you wish to revoke all your certificates now?

[ ok [ cancel |

3. Select OK torevoke all certificates. The Certificate Revocation Confirmation is presented.

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
hd

Certificates

The following certificates have been revoked:

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

Certificate Template Subject DN ey valid From ValidTo  Serial Number
Exostar FIS Basic Software CN=Teresa Cambetes_7221(Bldentity), O=Highline Technology Services, 1 Year 22 Apr, 2013 22 Apr, 2014 2000100000521
Identity Certificate V2 DC=securepass, DC=exostartest, DC=com 02:26 PM EDT 02:26 PM EDT

Recover Encryption Keys

This section is only pertinent to users with BLOA SecureEmail, MLOA Software and MLOA Hardware

certificates.
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Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions { Manage Certificates § Manage OTP

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
Ad

Certificates

[

You should revoke your digital certificates immediately if you suspect that any of these conditions has occurred:

o Loss of your private key (For example, you lost your laptop containing your certificates)
o Compromise or theft of your private key
o Fraud

All your FIS certificates will be revoked when you click on "Revoke™ below
Validity

Certificate Template Subject DN Period Valid From Valid To Serial Number
Exostar FIS Basic Software CN=Teresa Cambetes_7221(Bldentity), O=Highline Technology Services, 1Year 22 Apr, 2013 22 Apr, 2014 2000100000521
Identity Certificate V2 DC=securepass, DC=exostartest, DC=com 02:26 PM EDT 02:26 PM EDT

*Revocation Reason:  Cetificate Compromised -
Comments (Maximum -
300 characters):

2. [Revoke] RH¥ %7 U v 7 LTI RTOFISTEHEA LIS, LLFTOBENFRRIND,

Message from webpage

| Are you sure you wish to revoke all your certificates now?

—r— -

3. ToK] #7YUv27 L, T XCOFEHAEL RIS, FERABROBERNFZ RIND,

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
A

Certificates

The following certificates have been revoked:
Validity

Certificate Template Subject DN Period Valid From Valid To Serial Number
Exostar FIS Basic Software CN=Teresa Cambetes_7221(Bidentity), O=Highline Technology Services, 1Year 22 Apr, 2013 22 Apr, 2014 2000100000521
Identity Certificate V2 DC=securepass, DC=exostartest, DC=com 02:26 PM EDT 02:26 PM EDT

Mot A 1E T 5
ZDOv a1, [BLOASecureEmail] [MLOA Software] 35 K1 [MLOAHardware] ® 7 L5 > v )L
ERFoTWDH2—YFORIZER L ET,

Copyright © 2017 Exostar, LLC All rights reserved. 86



EXOSTAR

A user receives three certificates for FIS BLOA SecureEmail, MLOA Software, and Hardware:

1.

Identity

2. Authentication
3. Encryption

Once a user revokes or loses their MLOA certificates, they need to re-apply for certificates, and go through
the in-person proofing process again. This may also require an additional purchase. To enable the users to
access data encrypted using the revoked/lost certificates, Exostar offers the self-key recovery functionality.

IMPORTANT:

If you are approved for and have downloaded FIS BLOA SecureEmail certificates, you can recover
encryption keys for all active, revoked, or expired certificates.

If you are approved for and have downloaded FIS MLOA Software certificates, you can recover both
BLOA SecureEmail and MLOA Software encryption keys for all active, revoked or expired certificates.
If you are approved for and have downloaded FIS MLOA Hardware certificates, you can recover
encryption keys for all certificates — BLOA SecureEmail, MLOA Software, and MLOA Hardware.
However, for hardware certificates, you can only recover expired or revoked encryption keys. Current
keys cannot be recovered.

If you are recovering hardware encryption keys, you need to log-in using your hardware token.

You can use the keys only to access the data which was encrypted using the revoked or lost
certificates.

To recover the keys, follow the steps below:
1. Log-in to your MAG account using your new MLOA certificates. If you have not reapplied for

certificates, complete all the activities related to requesting access, in-person proofing, and
downloading your certificates, prior to attempting to recover encryption keys. Refer to the Reapply
for Certificates section for information on reapplying for certificates.

The following screen is presented if you have not logged-in using your new certificates. Click on the
link to select the certificate associated with your log-incredentials.

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
hd

Recover Encryption Keys

You are currently not logged in with your Identity certificate.
To recover your encryption keys, you will need to login with your Certificate

3. Click the Recover Encryption Keys tab under the Manage Certificates tab.
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Z—HX, FIS® TBLOA SecureEmail] MLOA Software] 33T [MLOA Hardware] (28T, 3DDFEH %
SATHYD £,

1. Tdentity (7 AT > 7 47 4 1EH) |

2. [Authentication (FRiF) |

3. [Encryption (FF51k) |

MLOAGERAE N RN E 21T o oG, 2 —FIIFENE L B LA IREEE FEZ T 2 LENH Y

9, ZHNICITEBNMOBAEZESILELHY T3, 22— ELITH A Ui ELMSH LT 51k
INTZT—ZIZT 7B ATES K912, Exostar CldddEza H OB T T AREZ AL L T\ E T,

HE

FIS® T[BLOA SecureEmail] FEH]EZ K I, T CICF 7 a—RLTWAGA, 77747 « &
2 - BRHIRYINOT R TCOFFHEOR FHREETTTHZ ENTEET,

FIS® [MLOA Software| FEFEAZ K IL, T TIZX 7 r— RLTWAH4G,  [BLOA SecureEmail |
& [MLOA Software] D7 77 47 « Kzh « ARBIREIN DT X COFEAZEOK Z#4E LT 5 2
EMNTEET,

FIS® [MLOA Hardware| FEFHEZ K S, T CICF v or— L TWA54A,  [BLOA
SecureEmail] . [MLOA Software] X1 MLOA Hardware] O3 _XTOFFHEDOR S8 421E T 5
ZENTEET, L, A= RU = TREIEICE L TiE, AR ST U 7= 58 7
EEILTHZENTEET, BEOREETT L2 LIXTEETA,

N R =TI EREE LT A5G, N— R 2T h—2 AL Tr A T A0ERLY F
7

NIk I LT EZ M L CRE B SNT=T — 2T 7 B AT 50, #aEH+2 2L
MTEET,

BEEETT HITIE. LTFOFIHEICHES T ZE W,

1. HLOMLOAGEHEZFH L TCMAGT AU v Mo A 45, iFHEOHHEFEEZIT> TR WE
A WEEAEICT ORI, 77 B AR, dEREiEs KOGEHESY Y e — RO7D0T X To
BAEZAT O, FAEEOHHFEICET 21EWIL. FEAEZHEHRFE TS ot va a2 RES
U,

2. FTLWIEHEAZEH L Cu A o L2 e WES . LFToOREmAFRINS, ul A 7L
T UV IVICEE LTZREHE R BN T A0V v 20 ) w35,

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
hd

Recover Encryption Keys

You are currently not logged in with your Identity certificate.
To recover your encryption keys, you will need to login with your Certificate

3. [Manage Certificates] % 77 C [Recover EncryptionKeys| ¥ 7% 7 U v 7325,
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View Certificates Recover Encryption Keys Revoke Ceriificates Renew Certificates Reapply
v

Recover Encryption Keys [Qg

Key Yy - Imp

This page allows you to recover the encryption keys for your encryption certificate(s) only. This is commonly needed when you have previously encrypted information (e.g., email)
using an encryption certificate that you no longer hawe and thereby can no longer decrypt the information.

During the recovery pracess, you may be prompted to login again using your identity certificate

After a successful recovery, you will be prompted to download a .P12 file to your computer.

You will also receive an email {to your current email address on file), which contains a one-time use password that you'll need to unlock the file.

After download, open the file and follow the steps to import that certificate into your computer or onto your token to make it available for use by your applications.

Need additional Help? Refer MAG User Guide.

You will be able to recover the keys for the following certificates:

Select Certificate Template Subject DN \’I,a;;:i‘;;y Valid From Valid To Serial Number
c F:mgl%gllemum Hardware Encryption gg:lveec:\’f::::Iﬁé?:i‘)e;carzgzn&,c (::?:‘ema Test Company, 3 Vears :\:\4 DEeé.YZO*IZ 11:20 l}ﬂ Dég,TZNS 11:20 30000100000438
c -E::'sﬁtl?;lzligdedium Software Encryption gg:l’:r':'?::::llﬁié?;igggzggsn’;tozzi:;:‘ema Test Company, 1Year ginAng_YZMJ 12:28 E‘?"IAgBTZOﬂ 12:28 3600010000052¢
o ‘E_::%t:;l%;ﬂedium Software Encryption gg:;ﬁ:::::llﬁ%&g;és:gz::nE)J.c ngrenema Test Company. 1 Year 2\:\“ DEE§:{2012 09:50 BVI oé;.Tzon 09:50 5000100000435
e e el T e R T T e e
c lE:ﬁgﬁt:;liligned‘lum Hardware Encryption ggz:;e::ﬁ::::llﬁ%ﬂ_i&&:gxs&;n';_c Z:E;Bma Test Company. 3 Years ;LD;;T 2012 01:30 ;‘}»IIDEQ;TQNS 01:30 3600010000043d
c g e:x;;l%glledmm Hardware Encryption ggz’sf;eé::lf::::llﬁia_jf;iﬁ:gxg(snfn&_cﬂzzf::ma Test Company, 3 Years ;;IwDEeg;rzoiz 08:44 L‘LAD;;’ZMS 08:44 2200010000042¢

4, Select the certificate for which you need to recover the encryption key. If multiple certificates are
available, you will need to repeat the process to recover each key. The following screen is presented:
f' Mai

ed Access Gateway — = A

The selected private encryption key will be retrieved from a
secure emvironment.

After clicking 'OK, yon may be required to login again using
vour certificate. If prompted, vou must select the same
certificate that you originally nsed to login to the Managed
Access Gateway.

Click 'OK' to contifme.

Cancel

5. Click OK. On the Choose a digital certificate pop-up screen, select the certificate you used to log-in.
: 28] x|

Windows Security
[, e

Confirm Certificate
Carfirm tris carificste by cleking OK. IF this is ok the corrack cartficste, clek
Cancel.

6. You may be prompted to log-in again using your MLOA certificate. Complete the log-in with the MLOA
certificate used to log-in in step 1, and click OK. The following screen is presented. Click Download.
B

Your escrowed key has been successfully retrieved and you
will be able to download the file containing vour kev.

A password has been sent to your email address on file,

k| which you will need to open the file containing your key.
Click on ‘Download’ to download the file containing your
key. After download, you may close this window.
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Key Recovery Process - Important Information

This page allows you to recover the encryption keys for your encryplion certificate(s) only. This is commonly needed when you have previously encrypted information (e.q., email)
using an encryption certificate that you no longer hawe and thereby can no longer decrypt the information.

Diuring the recovery pracess, you may be prompted to login again using your identity certificate.

After a successful recovery, you will be prompted to download a .P12 file to your computer.

You will also receive an email {to your current email address on file), which contains a one-time use password that you'll need to unlock the file.

After download, open the file and follow the steps to import that certificate into your computer or onto your token to make it available for use by your applications.

Need it Help? Refer MAG User Guide.

You will be able to recover the keys for the following certificates:

Select Centificate Template Subject DN \,I,a;::i;:ly Valid From Valid To Serial Number
c E e;::ﬁ;‘zlizhﬂedium Hardware Encryption CN::L?:::::"E%EZEE:SXS;: n[)].c(:friema Test Company, 3Vaars ,1\:\40;;.'2012 11:20 l:“[)éegrﬂ)ﬁ 1120 5.000100000438
c B;;(:;;I%;ﬂedlum Software Encryption g2:IZ'::?;:::"BJC?AE;«;Z?;: nl%.co::f:‘ema Test Company, 1Year g?\nAgBTZOH 12:28 IZDSMAEMDTZOM 12:28 3600010000052¢
c (E:a?\fﬁl:;;l?/zMedium Software Encryption gg:gs;m?::::llﬁ%ﬂ;?;;g;gxr;: rg.co:zf::ma Test Company, 1 Year EV‘DEeg:rZ(HZ 09:50 A:VIDEeézrﬂ)ﬁ 09:50 36000100000435
T el e e PR T R e
- g;;ﬁts;lil%/ 2Mmum Hardware Encryption CN:ZZ’::;‘:::"&?EAE;?m:“"ﬁé O::E:vema Test Company. s : L. D;;,T 2012 01:30 1 n;;zms L3 | houaiad
c E ef\fﬂf;??/;nemum Hardware Encryption g::J:l'r:cvx.'?pu::se.lIﬁi&ggif:‘(;m:n&c(::f;ema Test Company. 3 Years ;:\ADEQ;TNH 08:44 ;:wDEe;rZ()H 08:44 3e00010000042¢

4, W ETTT HREELIRRT 5, HEOMHENZLYT 56, SIS LTI OB A D
B, UIFOBHENERIND,

The selected private encryption key will be retrieved from a
secufe environment.

After clicking 'OK, yvou may be required to login again using
vour certificate. If prompted, vou must select the same
certificate that vou originally nsed to login to the Managed
Access Gateway.

Click 'OK' to contime.

Cancel

5. oK) #27 VU v 2795, [Choosea digital certificate] D7~ 7’7 v FHE T, 77 A AL
AEBE 2 BRINT 5,

Windows Security x|

Confirm Certificate
Corfirm this carbificate by clelang OK. IF this is nok the corract certificate, chek
el

6. MIOAFEFHEZEZHH L CTHEC /A 3521 ROENDGENH D, FlEITr 7 A LTIZEEIZ
EH L7ZMLOAGEHETRr AL, TOK) #27V v 735, LFOBEENERIND,
Download] Z#7 V v 735,

{ /2 Exostar Self Key Recovar! indows Intarnel =0 %

Your escrowed key has been successfully retrieved and vou
will be able to download the file containing your key.

A password has been sent to your email address on file,

b which you will need to open the file containing your key.
Click on ‘Download’ to download the file containing your
key. After download, you may close this window.

cisze
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7. You will be prompted to either open or save the file. Click the Save button.
x|

Dio you want to open or save this hile?

ﬁ Name: ...securepass.exostartest,com1 260199360832, p1 2
] Type: Fersonal Information Exchange, &.41KB
From: krs, exestarkest.com

Qpen Save

haim your computer. If pou do not trust the source, do not open or

|@J ‘Whis filzs fram the Intemnet can be useful, some files can potentially
- save this fils. What's the risk?

8. Save the certificate file (.p12 format) at a location of your choice. Click Close on the Exostar Self Key
Recovery screen.

it View Favorites  Tools  Help ‘
() C\Documents and Sektings|guptas\My DocumentsiEMAGINew S1G Docs\key recovery artifacts j
X || Mame ~ I Size | Type IDatE Modified I
b All Users - sharma;ﬁB?E@securepass.exustartest.cum126019936‘.. 7KE Personal Informatio...  1Z/7/200% 10:22 AM
[l Defaule User
[l guptas
(2 {ruly
[ Application Data

9. You will receive an email with a one-time password, which is required to unlock the file you have just
downloaded. Follow the instructions under the Importing Recovered Encryption Keys section for the
next steps.

7 7

From: B QA Exostar Administrators (CustomerService@exostar.com)
Sent: Mon 12/07,/09 10:22 AM

To:  tester00OS1@live.com

Cc ccert-testing@exostar.com

Dear 5IG User (5 Sharma),

Your encryption key recovery key reguest has been processed, yvou have downloaded the
the password for you to proceed.

Key Becovery Request Details:

Created on 12/07/20098 15:22:47 GMT

P12 File Name: a.‘.a:rﬂasiai’-‘G@se:':.:e;:ass.e:-:uate.:':ea':.cc-rc'.EGO'.SSSGO-ESE.p-g
P12 file Password: DP8S000ot3%l1SkeevirlB

Encryption Key Serial Number: 3d0003000003b7

NEED HELP?
Please contact us by using an online form at: Rtop.://wWWwW.MNYESXOSTAr.Com/CORtact3uppoxr

Sincerely,
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7. 77 A4 /N% lopen (BAL) J 7> [save (JRTFT D) | BRI D, [Save] R¥ %7V v I
ZDO
[Fiepownioas T

Dio you want to open or save this hile?

MName: ...securepass.exostartest,com1260199350832,p12
.ﬁ Type: Fersonal Information Exchange, &.41KB
From: krs, exestarkest.com

Qpen Save

haim your computer. If pou do not trust the source, do not open or

|@, ‘Whis filzs fram the Intemnet can be useful, some files can potentially
save this fils. What's the risk?

8. BN L7-LGATICIEAED 7 7 AV (pl27 44—~ v ) Z{R7FT 5, [Exostar Self Key Recovery |
HC IClose] 7 U v 7%,

it View Favorites  Tools  Help ‘

[0 C\Documents and Sektingsiguptas\My DocumentshEMAGINEw 51G Docslkey recovery artifacts j
¥ || Mame * | Size | Tupe | Date Modified |
b All Users ;I sharma;;}ﬁ?ﬁ@sEturepa;;.Exnstarta;t.mm126019936‘.. 7KE Personal Informatio...  1Z/7/2000 {0:22 AM
[l Default User
[ guptas
5 truly

| Application Data

9. Xy —RLETZ7ANDT oy JIIHERT A A LNAT— KN A—=L T, ZOHD
FlEIZ., MERXLEEFRZA VA —FT5) OB a3 OFRICHED,

From: 8 QA Exostar Administrators (CustomerService®exostar.com)
Sent: Mon 12/07,/09 10:22 &AM

To:  tester00&1@live.com

Cc ceert-testing@exostar.com

Dear SIG User (5 Sharma),

Your encryption key recovery kKey request has been processed, vou have downloaded the
the password for you to proceed.

Key Reecovery Regquest Details:

Created on 12/07/2009 15:22:47 GMT

P12 File Name: E:’lal’l'ﬂ.aB_ESTE@BEC'JIEPESS.EKDEE-E.I’EEE':.C0m250199360—332.plE
P12 file Password: DP83000ot%1SkeevirlB

Encryption Key Berial Number: 3d0003000003b7

HMEED HELP?
Please contact us by using an online form at: http://wwW.mysxosStar,com/CoORtsctSuppor
Sinecerely,
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Importing Recovered Encryption Keys

To import the encryption keys recovered in the section Recover Encryption Keys, you need the following:
* Access to the location where you saved the .p12 file.
* Email with the one-time password, to unlock the key for importing.

Follow the steps below to import your encryption key:
1. Double click on the saved .p12 file.

| Address IJ C:i\Documents and SettingstguptasiMy Documentsi$MAGINew SIG Docsikey recovery artifacts =

Folders x Size: | Type | Date Modified |

|5 Agreements ;I 7KE Personal Informatio...  12{7/2009 10:22 AM

) Data Review

2. You are presented with the Certificate Import Wizard. Click Next.

Certificate Import Wizard |

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lisks From your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains inFormation
used ko protect data of ko establish secure network:
connections. & certificate skare is the system area where
certificates are kept,

To continue, click Mext.

= Back Cancel

3. Confirm the filename, and click Next.
'# C:\Documents and Settings’,guptas

J File Edit View Fawvorites Tools  Help

J Ll Certificate Impor x|

Folders File to Import

Specify the file you want to import, 9936

File name:
sharmas_3876@securepass . exostartest,com1 260199360832, p12 Browse... |

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (PR, P12}
Cryptographic Message Syntax Standard- PECS #7 Certificates {.P7E)

Microsoft Serialized Certificate Store (55T}

< Back. Mext = Cancel
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B Ll s8a A o R— 5%

M EREZETTD) B/ a U TEHIULEES#EZ A VR — 21213, LFBAREERY £3,
o p127 7 A INOIRFGET~DT 7 & A
e AVAR—FDTEDITHEMRIRT DT HA LNAT— RPREENTZA—IL

W Sdta A R — T 512iE, LTOFIRICHE> TS EE 0,
1. BRIELTZpl2 7 7 ANEE TN Y v 75,

| Address I.,j Ci\Documents and Settings)guptasiMy Documentsi$MAGINew SI1G Docsikey recovery artifacks ~

Size | Twpe | Date Modified |
7KE Personal Informatio...  12/7/2009 10:22 AM

Falders X

|2} Agreements ;I
) Daka Review

2. [Certificate Import Wizard] NFE/RZiLHD T, [Next] #7 Vv 745,
Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revacation lisks From your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains inFormation
used ko protect data of ko establish secure network:
connections. & certificate skare is the system area where
certificates are kept,

To continue, click Mext.

= Back Cancel

3. 77 ANALEMER L, INext] 7 U v 795,

'# C:\Documents and Settings',guptas’,

J File Edit Wiew Fawvorites Tools  Help

J Ll Certificate Impork x|

Folders File to Import

Specify the file you want o import, 9936

File name:
sharmas_3876@securepass . exostartest,com1 260199360832, p12 Browse... |

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Infarmation Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates {.P7E)

Micrasoft Serialized Certificate Store (55T}

< Back Mext = Cancel
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4. Copy or enter the one-time password from the email you received, make sure no trailing spaces are
entered. In addition, it is strongly suggested you enable strong key protection, and set-up a password
to access the encryption key. To enable further export of the key, you may also select Mark this key
as exportable option.

Certificate Impo x|

Password
To maintain security, the private key was protected with & password.

Type the password For the private key.

Password:

I*x****x***x***x****x

¥ Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

[V Mark this key as expartable. This wil allaw you to back up oF transport your
keys at a later time,

< Back. | Mext = | Cancel |

5. Click Next. You will be prompted to select a location to store the certificate. Click Next.
x|

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for

& futomatically select the certificate store based on the tvpe of certificate:

" Place all certificates in the following store

Certificate stare!

Browse. .. |

< Back. I Mext = I Cancel

6. Click Next again to complete the import process, then click Finish.
]

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import:
wizard,

‘fou have specified the following settings:

Certificate Store Selected  Automatically determined by t
Content

File Mame :\Documents and Settingslg
ol | L]

< Back. I Finish I Cancel |
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4, ZELIZA—NVICEENTWNWDLT U F A LNAT — REab —XIATT5, ZoOk, KREIZAN
— AN AN EN TRV ERT D,  [Enable strong key protection (D58 172 {RE A2 BT
B) | BREL, BERICT 7B RATEHEODONRAT — RERETHZ EnmHIRING, &6
I, O AR — R & A[REIZT HI21X.  [Mark this key as exportable (Z D#% T/ ZAR— LA
BEIZT3) | oA T a rBRIRT 5,

cerincateimpor =

Password
To maintain security, the private key was protected with a password,

Type the password for the private key,

Password:

Ixxx*xkx*xkx*xkx*xktx

[¥ Enable strong private key protection, You wil be prompted every time the
private key is used by an application if you enable this option.

[w Mark this key as expartable. This will allav wou to back up or transport yaur
keys at a later time.

< Back. I Mext = | Cancel |

5. [Next|] 27V v 2735, itAELZRGFTHGELRINT DL 52RO D, Next) 227 VU v
7‘@450

Certificate Import Wizard 5[

Certificate Store
Certificate stares are system areas where certificates are kept,

‘indows can automatically select a certificate store, or you can specify a location for

& futomatically select the certificate store based on the tvpe of certificate:

" Place all certificates in the Following store

Certificate store;

Browise... |

< Back I Mext = I Cancel |

6. [Next] ZHEZ Vw7 L, £ A — M MEEZ5ETT 5, [Finish) 27U v 735,
=

Completing the Certificate Tmport
Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

Certificate Store Selected  Automatically determined by t

Conkent PFx

File Mame Ci\Documents and Settingsig
KT I i

< Back I Finish I Cancel |
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7. Ifyou selected to Enable strong protection in step four, you are presented with the below screen.
Click Set Security Level to set a password for the encryptionkey.

Importing a new private exchange key x|

An application is creating a Protected item.

Croptad Pl Private Key

Security level zet to Medium Set Security Level .. |

Cancel | Details... |

8. Select High to ensure you are prompted for a password each time, and then click Next.

Importing a new private exchange key 1'
Choose a security level appropriate for this item.
" High

Request my permizsion with & password when this

item is to be used,

* Medium
Request rmy permizzion when thiz item iz b be uzed.

< Back Cancel
9. Enter a password and click Finish.

Create a password to protect this item.

Create a new password for this item.

Pagsword for: ICr}lptaAF‘I Private Key

Password: quooooo
Canfirm: W

< Back I Finizh I Cancel |
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7. FJlE4TT [Enable strong key protection (BDIR/1FHEELES)) | ZEBIR L8B4, UL TOHEHEN
ForEN%, [setSecuritylevel (EFa VT 4 VUV ERET D) | 27 Vv 7 L, BFE#EON
AT — REFET D,

Importing a new private exchange key il

An application is creating a Pratected item.

Croptad Pl Private Key

Securnity level zet to Medium Set Security Level .. |

Cancel | Details... |

8. MENATV—FR&ZROOLND L IIZTH72 [High) ZITIRL, [Next] #27V v 7 3%,

Importing a new private exchange key x|

Choose a security level appropriate for this item.

" High
Fequest my permizzion with a password when this
item is to be used.

& Medium
Request my permiszion when this item iz ta be used.

< Back Cancel
9. NAU—FREZAJNL, TFinish] 27V v 745,

Create a password to protect this item.

g Create a new pazsword for this item.

3 Pazswaord for: IW
o

Pagsword: IT
Canfirrn: W

< Back I Finish I Cancel |
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10. Click OK, and the following screen is presented:

Certificate Impork Wi x|
.
\!J) The import was successful,

Note: When you attempt to open an encrypted document or email, which was encrypted using this key, you
will be automatically prompted for the key password you set-up. Enter the password to access your
document or email.

Renew Certificates

You may renew your certificates 90 days prior to expiration. If you have expiring certificates, you must not
reapply for certificates, unless you are attempting to upgrade the certificate assurance level.

Note: For FIS MLOA Software and Hardware certificates, you must download your renewed certificates using
your existing unexpired certificates.

Follow the instructions provided to you in the renewal email to complete the certificate download. For
detailed information on renewing your certificates, refer to the FIS Certificate Renewal/Reapply Guide.

Reapply for Certificates

You can reapply for certificates for any of the following reasons:
* Your certificates have been revoked.
* Your certificates have expired (you must complete a new purchase in this case).
* You want to upgrade the certificate assurance level, in which case, a new purchase must be made.
* Your Organization Administrator has instructed you to reapply for FIS certificates.

There are three ways to reapply for your certificates:
1. Yourself: Log-in to your MAG account using your user ID and password, and follow the steps provided
below.
2. Organization Administrator: Your Organization Admin can reapply for certificates on your behalf.
3. Exostar Customer Support: If you are unable to request certificates yourself, or the Organization
Administrator is unable to request them on your behalf, contact Exostar Customer Support.
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10. ToK| 27V v 794 %, LFOBENFERSND,
certncate import waard ME-T
‘ij) The import was successful,

FE:ZOEHEZFEHL TSI NTE RFa A P IIA =LV EZHIYI ETDHE, RELEZEHEDOSAT—F
NDROOLNET, FFa AL PIIA—NICT 7B AT HITE, NRAT—REZATLTLEE N,

LW A RS %
AEVT AT IR O90 F il & HHTT 5 = L 55T & E, ARSI DA 2 H > T 280, i
HEORIEL LT v 7 7 L= FT DAL, FEIH LB LRDT S,

£ . [FIS MLOA Software| 352" [FIS MLOA Hardware| ZFFAZEDORSIL. ARWIEBNOBAEDIEHE 2
HALTCEFRLI-EAEEZ XY a— LT &0,

FERAEDOF T m— Rid, BHRMA —/VIZE EN L5 FIRICHE > TT-> TS ZE W, GEAEOEHNIZB 9
LEEMiE, FISSERAE T FHHEN A FESZRJITZS0,

AEEAZ HHEETD
LUFOBBICHET 256, iEHELZRRGE TR TEET,
o FEENRSELNTHGE
o FEHFEOHEVHIRNBEINIZGE (Z0%E, T ICGERFEOEARLETT)
o FEFEORIEL~INET v T T L— R LIZWGS (205, FicIZiEE O AN LETT)
o HHEHEEFE (Organization Administrator) 2> GFISAERIEOF RS R INT=5HE

AEAEZFHHGE T DIZIEZLL T O3 2O HERSH D £77,
1. 2—¥FBH : 2—HFIDEXAT—RTMAGT DY hMzuaZ AL, LFOFIEIZHE - T ZE0,
2. HRREHE = — IR TIEHEOHRFEEZITHY 2 & TE £ T,
3. ExostarI R ¥ v —HPR— b : a—HFEHHEE- T2 —PIRb - THELEHE (Organization Admin)
DAFHZEOHEZITH) Z LN TERWIES. Exostar ) A X ~—H R — FETRAWVWSbELZE
W,
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1. Goto the My Account tab, then the Manage Certificates tab, and then the Reapply tab.

M Administration Registration Requests

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
hd

Reapply for FIS certificates

You may reapply for FIS Certificates for any of the following reasons:

Your certificates have been revoked

Your certificates have expired

You are looking to upgrade from Basic certificates to Medium level certificates
Your company administrator has instructed you to reapply for FIS certificates

If you are attempting to renew an expiring certificate, you MUST click on Renew Certificates to start the renewal process
Note: Once you reapply, your request will go through the approval process and you will receive email notification regarding the next steps. Be aware that by
initiating this process

* Your organization may incur additional costs; and
o Ifyou are approved for Medium Level of Assurance (MLOA) certificates, you will be required to appear for a face-to face proofing session.

Reapply

2. Click on the Reapply button, and follow the instructions on the screen.

Note: For detailed information on renewing your certificates, refer to the FIS Certificate Renewal/Reapply
Guide.

Connect Accounts

Connecting Accounts allows you to use a single Exostar account to access multiple Exostar accounts you
own. In order to enable this:
* You must designate a Parent account. This is the account you use to log into Exostar to access all your
connected accounts.
* Your Parent account should be the account with any additional credentials, suchas:
o OTP Hardware Token
o Phone Based OTP
o FIS Certificates
o
o

3rd party certificates
EAG (linked corporate credentials)

If you need additional assistance, refer to MAG Account Connections.

Account Disablement
If your account is in a state of inactivity, it may get suspended or deleted. Here are reasons why your account
may get deleted or suspended:

* First Time Login not completed for more than 180 days: If you have not completed First-Time Login
(account activation) for your MAG account, your account will be deleted. You will be notified 30 days
prior to the deletion date, with instructions on how to complete the first-time log-in.

¢ Application access suspension: Each application can set parameters for the number of days of
inactivity, which will lead to access suspension. If your application access is due for suspension in 30
days or less, each time you log-in to your MAG account, you are presented with a flash screen to
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1. [MyAccount] ¥ 77 5 [Manage Certificates] % 7. [Reapply] % 7 DIAIZEEIT 5,

M Administration Registration Requests

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates | Manage OTP

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
hd

Reapply for FIS certificates

You may reapply for FIS Certificates for any of the following reasons:

* Your certificates have been revoked

e Your certificates have expired

* You are looking to upgrade from Basic certificates to Medium level certificates
* Your company administrator has instructed you to reapply for FIS certificates

If you are attempting to renew an expiring certificate, you MUST click on Renew Certificates to start the renewal process
Note: Once you reapply, your request will go through the approval process and you will receive email notification regarding the next steps. Be aware that by
initiating this process

o Your organization may incur additional costs; and
* Ifyou are approved for Medium Level of Assurance (MLOA) certificates, you will be required to appear for a face-to face proofing session.

Reapply

2. [Reapply] "Z %7V v 7 L, WEDERIIHED,

& RERAEOEHICBT D 3MIE, FISTE EE T S HHEE A e THRTEE0,

Ty N EERT S
THT Y NOEKEIZ LV ExostarD1ODT AT N LT, BT DExostarOEE DT o v NZT
JEATHZENTEET,
e TpParent (Bl) | 7OV FEHEELTLESY, ZOT U MI, LT XTOTHh T
MZ7 78 AT BH7-OITExostariz e 7 A T ABMERT 57 7 FTH,
e TParent (B) | 7H T NI ROXIRBIMOI VT oY VEFFOTH Y FTHLRET
7

o OTP~RDU=7 h—27

o FEEH—AOTP

o FISFEH]&

o BB AAREBHE

o EAG (V7 LI=fEI LT v vL)

EHICHR— FBMERES . MAGT 7V N O R X0,

7 T s O
THTRNBT 7T 47 TlhWiGE, BIEXFHIBREN 2 GERHV T, UTOL I RBHTT AT
MBI UIHIBR SV E T,
o HERZA U180 HELUNIZENTVWARWY : MAGT AV Y b~DFIEIR ALY (ThHYr FOA
k) MFET L TWRWEE, 7Hh oy MIHIBRENET, 77 R3EIBRS 530 FIIC, #)
e 7 A HEOFIEE & BITBEMNESNET,
s TV r—var~OT7 7 vREILL . KT TV r—2a T, T/ RAELELTELTIHET VT 4
THEDONG A =B ERETHIENTEES, 77V r—ar~O7 78 AH30HLUANICEIR
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remind you to access the application, and the number of days to suspension. To ensure you do not
lose access to the applications you need, it is good practice to log-in to your MAG account regularly,
and access available applications.

* Application access deletion: If your application access has been suspended for X number of days, as
specified by the application owner, your access to the application will be deleted. You will be notified
regarding this deletion 30 days in advance.

* Active account deletion: If the last active application subscription is suspended, your MAG account
will be suspended 30 days after the application suspension. You will be notified regarding this
suspension 30 days in advance. Contact Exostar Customer Support for information on how to re-
establish application access.

Frequently Asked Questions (FAQS)
Listed below are some FAQs related to MAG:

Q: What is the difference between a One-Time Password and a System Generated Password?

A: One-Time Password is a manually-created password provided by your Org Admin. This must be used
when you log-in for the first time. One-Time Passwords are used as an additional security measure to verify
your account during First-Time Log-in. This password is different from the passwords generated from a One-
Time Password Hardware Token.

System-Generated Password is the password sent via email when your account was created. This must be
used during the First-Time Login.

Note: All the above passwords can only be used once.

Q: How do | know who the administrators are for my organization?
A: There may be multiple administrators for your organization. Refer to the View Organization Details
section for more information.

Q: Why don't | see the Administration tab after | log-in?
A: If you have not been designated as an administrator within MAG, you will not see the Administration tab.

For further information on becoming an Organization Administrator or an Application Administrator, please
contact your current Org Admin.

Q: What do | do if | don't have my passcode for certificate download?
A: Immediately contact Exostar Customer Support.

Q: Why do | receive the disabled account error when | try to log-in?

Login
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T55E. MAGT I M A TR, 77V r—var~D7 78X %RET U ~A
VHEEIEETCOREN T T v a A7 V= IIERRSNET, BBERT TV r—v a0
T AR RDIRWE DI, EHIICMAGT Ao v hMoua Z A L, RARERT 7Y r—
a7 EALTLIEEN,

o TN r—val~DTI7RRBIBR : 77V r—v a7 V8RN, TV r—a -
F—F—PEELTXBREIEL CWAEGE, 77U r—yva D7 72 A FHIRESNNE T,
ZOHIBRICE LT, 30 RTIC@MA SN ET,

s BT AUV FOHIER  MAL TWAERNREKEBEDOT SV r—arMEibangd e,
TV —2 g v OEIENDI0HBICMAGT A v FMEIESHET, ZOEIRICEL
TIX, 30HFHZHEMNINET, TV r—2a DT 7B AEHRET HHIEITEL
TIX. Exostarl A X < —HR— FEFTEBHWELELLZIWN

X< HarTEM (FAQ)
MAGIZBIT 2 K< HDEMAE ZRZN L E7,

Q: DU EALNRAT—FR] & [URATAPER LT2/SAT — K| OEWITT 0,

A: DU EALLRRT — RIFH CER I NEMEE S (OrgAdmin) IZX > TRtSNET, Z0o2T—
Rz /A T AR LET, U XA LA T— REfEa 7 A Vo —F - 7h oy b
BRAET 2BMOEX2 V7 4 FERELTHEHASNET, ZONRRT—=RE, V¥ A L/SAT— R« n—F
VT h— UNERTANRRAT— R ETR Y 4,

[VATBDPMER LTE/NRAY— R X, 22—V « T FRER S NTZBRIC A — LV TEEEINDH/NAT —
RCTT, ZONRRT—RiFHEa 7 A CRHIER L £,

E o ERRONRRT — N33 X C1RlOAFEHAHETT,

Q : MFERDOHEHENFED £ FTHUTTNY £
A HHEROHLFITEBN D580 H 0 £, ST HEREREZRTRT D) B2 a 22 RTZE N,

Q: 27 A %12 TAdministration| # 7 DR I L2 O LI/l T D,
A MAGICBWTEHEZ - L CIREINLTWARWES., [Administration] ¥ 7I3FERINETH A,

*HiREEE (Organization Administrator) X7 7V /r—3 3 VB HE (Application Administrator) (277
D10, BUEOMBEEE B WEDbELTEE W,

Q:ifAEEZX T 0 — RTAFODO/RNAa— REFFo TR WEEE D LT 50NN TT O,
A : Exostar] AX < —H R — FFTITHEHKIZIN,

Q: T A VLI ETDLEIRT AT PO T —NERINET,

og

Eornot Usar 102

FOraot Fassworar
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A: You will receive the above message when the org admin or Exostar has disabled your account. You will not
receive any notification when your account is disabled. Please reach out to your org admin for details.

Q: Why do | receive the Invalid Log-in ID or Password error when | try to log-in?

A. You receive this error in two scenarios:

1. You have entered your log-in credentials incorrectly: Try again using your correct user name and
password. If you forgot your password, follow the instructions provided in the Forgotten Password
section for details on requesting a new password.

2. Your account has been deleted: If your account has been deleted by the org admin of your
organization, your log-in credentials have been disabled. Please reach out to your org admin for

details. If you need to have a valid account, you will need to complete the User Registration process
again.

Q: Why do | get the error “You are currently not logged in with your certificates” when | attempt to
renew my certificates?

Edit Profile | View Organization Details | Change Email | Change Password | Change Security Questions | Manage Certificates |

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
A4

Renew FIS certificates

You are currently not logged in with your certificate.

To renew your certificates, you will need to |ogin with your cerificate

A: This error message is presented when the user is attempting to renew certificates, but is not logged in
with the expiring certificates. Click on the link highlighted in blue in the error message, and you will be
presented with the certificate selection list (if your IE is set to present the certificates to choose), or the

system will automatically pick-up a valid certificate, and complete the log-in process. You should then see the
renew button if your certificate is eligible for renewal.
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A FFVEPEE dExostarll K> TT7 W v o FNEME SN A LR A v —UNEIR I

9, TAHUY FBEEME SN BRICE AT EE S ET A, AR E B I B WS <
7230,

Q: 27 A4 LEH)EeTAHLEEN A IDNIFINAT— RO T —RD"ERENET,

Login

£2000t Saec 10T

A: ZOTT—|ILLTFO20DRMTERINET,

1. Boltw A4y - JVLTF oy VBEAITLTOVET : ELWVW—HLLERXRT—REEHL
THERrRZ A LTLEEN, "AT—=REENTLE-HE. [(RRU—-F2ENTE

Al B arOFIBIZH > TH LUV RAT — REIG L T 72 &0,

2. THUY FRBIBRENTWET MRS HEIC L > TT vy FBEIBRENTZHA, vrA
Ve LT U UVREG 720 F9, FEMITHEREEE ICBMWE bR TEE W, FRT
BTy NISRERGE . =R EFEITOLERDH Y 7,

Q:FFFAEZHEH L LD &35 L TYouare currently not logged in with your certificates (&
RT-OMAETEEr 7 A LTWERA) | OZT—NRRINET,

Edit Profile | View Organization Details' | Change Email | Change Password | Change Security Questions | Manage Certificates |

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
hd

Renew FIS certificates

You are currently not logged in with your certificate.

To renew your certificates, you will need to login with your certificate.

A: ZOTT—RAvtv—IF, GEHAEZTHL L O LT 2BICHDBIRAUINDFEHETe 74 2 LT
WARWERICERENET, 27— R v b—VHNOEXFETRINZI 27270 v 7 LTLEEN,
FEFAEOBINY 2 hAFREND(EORENFFHEDORINAZ FTRT 5 XL TR > TWAES), £7213
VAT ANHEBTTHMRGEHESEIR L T A v - A e T LET, EHERNEFIRTHD
BEITERRE BN FREINET,
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Q: When attempting to renew my certificates, | get an error message stating that my certificate is not
eligible for renewal?

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
hd

Renew FIS certificates

The certificate that you are currently logged in with is not eligible for renewal at this time. However, if you have other certificates, they may or may not be eligible.
To check eligibility, logout of MAG and log back in using those certificates. You can only renew the certificates that you are logged into MAG with.

If you need further assistance contact Exostar Customer Support.

A: This message is presented if your certificate is not eligible for renewal. A certificate can be renewed any
time from 90 days prior to the expiration date to the date of expiry.

Q: Why do | get an error message when | attempt to log-in using my certificates, or when | attempt to
upgrade my log-in credentials during certificate renewal?

We are sorry!

This page is displayed because of an error with your digital certificates:
+ You may be using expired, corrupted, or revoked certificates; or
+ There may be an issue with the encryption connection.

Please verify that the certificates that you are using are valid, unexpired certs for this action. Click here for information regarding the
possible cause and corrective action to resolve this problem.

A: Follow the link provided in the error message for detailed information on how to resolve this error.
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Q:AEHBLZEFLLD LT DL, EHENEF G L DT — A v —VRRRINET,

View Certificates Recover Encryption Keys Revoke Certificates Renew Certificates Reapply
hd

Renew FIS certificates

The certificate that you are currently logged in with is not eligible for renewal at this time. However, if you have other certificates, they may or may not be eligible.
To check eligibility, logout of MAG and log back in using those certificates. You can only renew the certificates that you are logged into MAG with.

If you need further assistance contact Exostar Customer Support.

A: ZDR = GEHENEIIGANOHBEICEIRSNET, GEWEZ, AAIRO0A RN LA
AR A £ TOBRE THIVUTER T 5 LN TEET,

Q:iEAEZMEH LT A LES LY, GEAERERTICO A - 7 LT vy v
TyT7 7L —=RLEI2EF2LaT Ao —URERINET,

We are sorry!

This page is displayed because of an error with your digital certificates:
+ You may be using expired, corrupted, or revoked certificates; or
+ There may be an issue with the encryption connection.

Please verify that the certificates that you are using are valid, unexpired certs for this action. Click here for information regarding the
possible cause and corrective action to resolve this problem.

A: T —HfRIRT DD EE ZEIZRDIZIE, 27— A=V NOY U IICT IV BEALTLIEES
AN
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