CMMC LAMLL (F539F74R)

No CMMC #0:R CMMC &3 Level

AC.1.001 [77 7 & =44 (AC)] Limit information system access to authorized users, 1
1 VRTLANDT 7 ERIE, EROH D1 —H— HDUWIIHERD |processes acting on behalf of authorized users, or devices

HHrA-Y—DREE LTEETZ70REL1E (Z0MD> |(including other information systems).

2T LEEL) HBICRET 2,

AC.1.002 Limit information system access to the types of 1
2|VATLADT I 2RIE, HEROH D1 —HETEZFHFAIIMN |transactions and functions that authorized users are

TWBEEBBD MY oy arBLUHEEICRRET 5, permitted to execute.

AC.1.003 Verify and control/limit connections to and use of 1
3 [AEBY AT LADESS L OMERZRIE (verify) L. BE/#IR |external information systems.

5,

AC.1.004 Control information posted or processed on publicly 1
4 |RRT VAR AT L EICIBEE - ISNIBEINT-1EHREE  |accessible information systems.

BY 5,

I1A.1.076 [F5] & FR:E (1A)]) Identify information system users, processes acting on 1
S5|(>2FLna—HY— HZWFEaA—HF—DREL L TEMES S |behalf of users, or devices.

AL X E/IIEBEZRES %,

IA.1.077 Authenticate (or verify) the identities of those users, 1
. HBOYRTLANDT 72 R%HAT2R1REMHE LT, TN [processes, or devices, as a prerequisite to allowing

DA—Y— TACRFLBEBOTAT YT AT 14— %R access to organizational information systems.

(F72IFREE) ¥ %,

MP1.118 [EREARDRE (MP)] Sanitize or destroy information system media containing 1
7 |REL-IBABTSEIC. CUIZEL Y R T LDORIEEE% Y = |Federal Contract Information before disposal or release

XA REIIHIRT 5, for reuse.

PE.1.131 [¥EHy{%E (PE)] Limit physical access to organizational information 1
8 MBBD L X T L, HE, BLUZNTNDOERRE~DYIEHNT |systems, equipment, and the respective operating

I R%, ERODHBANICRET S, environments to authorized individuals.

PE.1.132 Escort visitors and monitor visitor activity. 1
? FEEEZ TR —FL, TOFEHZERT 2,
10 PE.1.133 Maintain audit logs of physical access. 1

MENT 7t A0EEQ T ZRFT 5,
o PE.1.134 Control and manage physical access devices. 1

MEBNT VLt REEZETRE - BB T 2,

SC.1.175 [ R F L & BIEDIREE (SC)) Monitor, control, and protect organizational 1

HBOBE (Thabb, B0 T LICK > TEZESNS1E [communications (i.e., information transmitted or received
12|3) %#. AT LONARERBLVCEBEAABERICEVWTE by organizational information systems) at the external

H-BER-RET B, boundaries and key internal boundaries of the information

systems.

SC.1.176 Implement subnetworks for publicly accessible system 1

13 NEF Y b T =0 oYBH - WENICOBES N, B components that are physically or logically separated
(Publicly) 772 ZA®EER Y AT LAV R—%>Y FBOY 7% v [from internal networks.

N7 =0 HEET D,

SI1.1.210 [ AT L EERDTLM (SI)]) |dentify, report, and correct information and information 1
M |BREL VR TLOXRMER ZA LY —IZHFEEL, MEL. BIE |system flaws in a timely manner.

ERN

SI.1.211 Provide protection from malicious code at appropriate 1
15 |8k D > X 7 LARICE T 2 EU RGBT T, BEEOH S 3— FH 6w  |locations within organizational information systems.

DIRER T RET 2,

S1.1.212 Update malicious code protection mechanisms when new 1
16 [BEOI—FREAHNZZALIZDWVT, ZTDFHY Y —X% AFT [releases are available.

XHL5ICHo7BRIC. ZNEEHT D,

S1.1.213 Perform periodic scans of the information system and 1
17 HBOY X T LOFEHRNRF v > 2 RITT 5 & HIC, A8V — X [real-time scans of files from external sources as files are

NEDTFAILDYTILEALLRF Y%, T7ALHRE T
A—Fan, b, RITINLEERITS 5,

downloaded, opened, or executed.




